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Executive Summary

Current State

The organization maintains substantial policy artifacts and technical investments but operational
execution gaps create material residual exposure. Automated controls cover a high share of critical
assets, with approximately 85% coverage reported, and development automation and detection tooling
provide a base for enforcement. HR has documented lifecycle policies and compensation design that
support workforce programs when systems are consolidated. At the same time, patch verification and
hardening lack closed-loop assurance which prolongs vulnerability dwell time, endpoint protection and
central SOC telemetry are limited or inconsistently integrated which increases time-to-detect, and
remediation workflows do not reliably translate findings into timely closures leading to an accumulating
backlog. Employee records and training are fragmented across point tools and participation is low,

concentrating turnover risk among technical staff and reducing resilience for operational roles.

Key Findings

Gaps cluster into causal chains that amplify business impact when they co-occur. Weak identity and
privileged-access governance produces orphaned high-privilege accounts and entitlement drift, which
increases the probability that stolen or misused credentials will enable lateral movement. Those
identity gaps combine with incomplete patch verification and immature dependency hygiene to create
exploitable paths into production systems. Fragmented telemetry and a small SecOps footprint delay
detection and extend attacker dwell time, turning preventable compromises into major incidents that
require costly containment and notification. In regulated product lines, absent data-loss prevention,
missing consent provenance for training/inference, and inconsistent retention processes raise
regulatory, litigation and customer-trust exposure. The remediation operating model is incomplete and
governance reporting lacks prioritized KPls, so risk signals from IT, development and vendor
management do not consistently convert into prioritized executive action or measured closure

outcomes.
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Strategic Priorities

Focus strategic effort on a small set of levers that break these causal chains and protect
core business outcomes (revenue continuity, regulatory standing, and customer trust) for a
51-200 employee technology and healthcare firm with $10M-$50M annual revenue. First,
reduce exploitable exposure by accelerating patch, vulnerability and dependency hygiene
programs to enforce short SLAs and closed-loop verification, because rapid remediation
materially lowers breach likelihood and remediation cost. Second, harden enterprise identity
and privileged access so that credentials cannot be trivially abused to move laterally; strong
identity controls and privileged-access governance stop many high-impact attacks before
they touch data or critical systems. Third, centralize remediation, measurement and
telemetry so that detection leads to prioritized fixes and executive oversight; a single
remediation register and executive KPIs will convert detections into funded outcomes and
improve audit readiness. Fourth, modernize SOC and endpoint defenses in parallel so
detection, containment and forensic capability scale with growth and reduce dwell time and
incident cost. Fifth, harden data governance for regulated products by publishing a canonical
data inventory, deploying DLP and consent/case management for training and inference,
and automating subject-rights workflows to limit regulatory and reputational exposure.
Finally, strengthen business continuity and people resilience by documenting runbooks,
assigning deputies for critical roles, formalizing RTO/RPO for top services, and investing in
role-specific training and a centralized LMS to reduce turnover of mid-tenure technical staff
and preserve operational knowledge. These strategic priorities align to measurable business
outcomes: lower expected remediation spend, reduced regulatory and notification risk,
higher service-availability certainty, and improved capacity to sustain growth across multiple

sites.
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Risk Dashboard
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How to Use This Report

Purpose and Scope

This document translates risk evidence into prioritized decisions and actions. Findings fall into two tiers:
strategic findings (risks, programs, and organizational gaps) that require leadership decisions, and
operational findings (missing controls and detailed recommendations) that drive technical remediation.
Strategic findings are always traceable back to their operational evidence through reference codes.

The full dataset including all supporting evidence is available for exploration and download on the VeloRisk

platform.

Intended Audiences

Different sections serve different needs:
» Executive Leadership — Focus on the Executive Summary and Overall Risk Assessment for
strategic decision-making and resource allocation

« Technical Teams — Review Domain Evaluations, Control Gaps, and Risk Register for

implementation priorities and technical remediation details

» Risk & Compliance Officers — Reference the Risk Register and compliance sections for regulatory

requirements and governance oversight

» Board Members — Use the Executive Summary and Strategic Risks for governance and fiduciary

oversight

Report Structure and Navigation

This report is organized into the following major sections:

« Executive Summary — High-level overview of findings, overall risk posture, and strategic priorities
» Strategic Risks — Consolidated view of the most critical organizational risks, ranked by priority

» Recommended Programs — Strategic initiatives synthesized from detailed recommendations, with

implementation roadmaps and timelines

VeloRisk.io 8 CONFIDENTIAL AND PROPRIETARY

9SN 01 MOH



» Organizational Gaps — Strategic capability deficiencies in people, processes, and organizational

structure

» Domain Evaluations — Detailed security assessments organized by domain (e.g., Access Control,
Network Security, Data Protection)

» Control Gaps — Specific technical and procedural control deficiencies requiring remediation

» Risk Readiness — Analysis of organizational preparedness for various risk scenarios

Note: Each section is designed to stand alone while supporting the overall narrative. Use the table of
contents to navigate directly to areas of interest.

Understanding Reference Codes

Throughout this report, items are identified using standardized reference codes for easy tracking and cross-
referencing. Reference codes fall into two tiers:

Strategic-level findings (SR, SOG, PROG) represent synthesized, cross-cutting themes derived from the
full body of assessment evidence — the conclusions a leadership team acts on:

- SR-001, SR-002, etc. — Strategic Risks (lower number = higher priority)

» SOG-001, SOG-002, etc. — Strategic Organizational Gaps in capabilities and processes

« PROG-001, PROG-002, etc. — Recommended Programs and strategic initiatives

Operational-level findings (R, CG, REC) are the discrete, granular observations surfaced during the
assessment that underpin those strategic conclusions:

» R-001, R-002, etc. — Specific detailed risks from domain assessments

» CG-001, CG-002, etc. — Control Gaps requiring technical or procedural remediation

» REC-001, REC-002, etc. — Detailed recommendations tied to specific findings

Note: Within each tier, reference codes are priority-ranked — lower numbers indicate higher priority. These
codes enable precise tracking of remediation efforts and cross-references between related findings.
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Understanding Risk Levels and Scoring

Risks are scored on a 0-100 scale based on likelihood and impact assessments derived from analysis of
survey responses and organizational context. These scores are comparative rankings designed to
prioritize risks relative to each other within the organization, not absolute measurements of risk
magnitude. Each risk is assigned a severity level based on its score, using a consistent color-coded rating

system throughout the report:

Critical (Red) — Highest priority; immediate action required

High (Orange) — High priority; attention needed soon

Moderate (Yellow) — Medium priority; planned remediation recommended

e Low (Blue) — Lower priority; monitor and maintain

Note: Severity levels reflect relative prioritization within the specific risk landscape. A "Low" rating indicates
lower priority compared to other identified risks, not necessarily low absolute risk.

Acting on Findings

Risk mitigation follows a prioritized approach:
1. Immediate (0-30 days) — Address all Critical and High-priority items based on risk tolerance and
operational constraints
2. Short-term (30-90 days) — Develop and begin executing remediation plans for Moderate risks

3. Long-term (90+ days) — Incorporate Low risks and strategic recommendations into roadmap

planning

4. Ongoing — Use this assessment as a baseline for measuring progress and tracking improvements

over time

Confidentiality Notice

This report contains sensitive information about the organization's security posture and should be treated
as confidential. Distribution should be limited to authorized personnel with a legitimate business need.

VeloRisk.io 10 CONFIDENTIAL AND PROPRIETARY

9SN 01 MOH



Functional Areas

Risk Exposure vs. Maturity
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Secure Software Development

The organization faces concentrated exposure where operationally critical functions intersect with
growth and regulated markets, particularly in Information Security (InfoSec), Governance, Risk, and
Compliance (GRC), and Information Technology (IT). Policy and design artifacts exist across multiple
domains but execution, ownership, and tooling gaps leave many controls declarative rather than
operational, increasing the probability that incidents will cascade into regulatory, operational, and
revenue impacts as the company scales. Information Security (InfoSec) and Governance, Risk, and
Compliance (GRC) require the most urgent attention because both functions show high external-facing
consequences and measurable execution shortfalls: Information Security lacks executive ownership
and a consolidated SOC which lengthens detection and remediation times under surge conditions,
while Governance, Risk, and Compliance converts assessments into unresolved findings and covers

only a minority of third parties which raises legal and contractual exposure as revenue grows. Cross-
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functional themes include fragmented inventories and decentralized ownership that create blind spots
in Secure Software Development and Human Resources (HR), event-driven rather than scheduled
governance that slows remediation across Finance & Accounting and Business Operations and
Revenue Protection, and partial automation that concentrates cost in manual review workstreams
rather than preventive controls. Strategic resource allocation should prioritize establishing named
operational ownership and closing remediation loops in Information Security and GRC, funding
consolidation of monitoring and SOC tooling in IT and InfoSec, and targeted enforcement of pre-merge
and origination gates in Secure Software Development and Business Operations and Revenue

Protection to shift effort from reactive investigation to scalable prevention.

AVERAGE RISK AVERAGE MATURITY AVERAGE SEVERITY
EXPOSURE
Min Med Max Min Med Max
Min  Wed Max e (] o | oomimis
R = I — 50 60 70 50 80 90
50 75 90

Business Operations and Revenue Protection

Risk: 70 Severity: 70

Business Operations and Revenue Protection operates with documented account origination

procedures and partial automation but relies on annual review cycles and upstream checks that lack
liveness and digital-signature capabilities which produces leakage that scales with revenue and site
footprint. Downstream detection and remediation are stronger than prevention which shifts cost into
investigative work and increases time-to-stop for bad accounts. The absence of liveness verification
and digital signing for origination cohorts raises spoofed and synthetic account risk that can exploit
downstream processes, especially as the organization expands across multiple sites and hires.
Piloting higher-assurance origination controls for high-risk cohorts alongside quarterly procedure

reviews will materially reduce leakage while preserving throughput for low-risk cases.
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Key Concerns

» Annual origination procedure reviews allow fraud pattern drift to outpace controls which creates a
multi-month exposure window.

« Upstream origination lacks liveness verification and digital signature capability which increases
spoofed account risk.

» Remediation consumes operational effort because detection investments are concentrated
downstream rather than preventing bad accounts at source.

Strengths

» Documented client account origination procedures with named ownership and partial automation
provide a foundation for strengthening upstream prevention.

» Online verification and automated ID scanning are in place which reduce baseline risk and support
targeted liveness pilots.

» Recommendations include pragmatic pilots that can be implemented for high-risk cohorts to limit
operational disruption while testing effectiveness.

Priority Actions

« Institute deputy/backfill coverage and an on-call rotation for origination ownership to preserve decision
velocity across distributed sites.

» Move origination procedure reviews from annual to quarterly and include exception analytics in each
cycle to narrow the exposure window.

» Pilot liveness and digital-signature controls for high-risk origination cohorts to prevent spoofed

accounts at source.
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Finance & Accounting

Risk: 70 Severity: 80

Finance & Accounting operates with strong technical controls in core systems but lacks clearly

assigned policy ownership and relies on analyst-intensive transaction monitoring which will not scale
as revenue and transaction volumes grow. The current bi-weekly operational review cadence supports
correctness but prioritizes monitoring over corrective governance and strategic refresh of policies
which weakens audit readiness. Analyst-heavy daily transaction reviews create a scaling bottleneck
and increase detection latency in growth scenarios unless automation and prioritized telemetry are
implemented, which is practical for a 51-200 employee organization with constrained headcount.
Assigning formal policy ownership, automating first-line screening, and increasing disclosure review

cadence will materially reduce remediation cycles and audit risk.

Key Concerns

» Accounting policy ownership is undefined which creates remediation and audit risk and inconsistent
local practices.

» Transaction monitoring is analyst-heavy and will not scale with volume growth which increases

detection latency and operational cost.

» Event-driven vendor assurance leaves gaps in payment and token-scope defenses which increases
third-party failure exposure.

Strengths

» Core ledger systems and payment protections such as encryption and tokenization are in place which
provide a secure foundation for transaction processing.

» Frequent bi-weekly operational reviews support day-to-day correctness of accounting which reduces
immediate misstating risk.

« Recommendations focus on automating first-line screening and assigning ownership which are

achievable within the current workforce size and will scale monitoring capacity.
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Priority Actions

» Assign formal ownership and a maintenance schedule for accounting policy governance to improve
remediation and audit readiness.

» Automate first-line transaction screening thresholds and instrument prioritized telemetry to reduce
analyst workload and detection latency.

 Increase review cadence for forecasting and disclosure processes and apply baseline technical
controls to analytic systems to reduce asymmetric exposure between ledgers and analytics.

» Schedule recurring vendor assurance reviews for payment vendors and harden gateway/token-scope
defenses to limit third-party blast radius.

Governance, Risk, and Compliance (GRC)

m Severity: 80

Governance, Risk, and Compliance (GRC) demonstrates strong framework design and executive

reporting but suffers a consistent execution deficit that converts assessments into unresolved findings
and residual exposure. The remediation operating model is incomplete which means identification of
issues does not reliably translate into timely mitigation and measurable outcomes. Third-party
monitoring covers only a minority of vendors and inventory design emphasizes administrative
metadata rather than risk attributes which concentrates exposure on unmonitored suppliers and
increases the chance of vendor-related incidents between review cycles. Introducing a remediation
operating model with SLAs, expanding continuous monitoring coverage, and publishing external

assurance will materially reduce legal and commercial exposure as revenue grows.

Key Concerns

» Low remediation progression leaves recurring residual exposure and increases contractual and
regulatory risk as the organization scales.

» Continuous third-party monitoring covers a minority of vendors which leaves a large vendor population

reliant on infrequent manual cycles.

« Lack of external audit engagement and internal-only reporting reduces external assurance and
increases the likelihood of audit escalation in cross-border operations.
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Strengths

« GRC frameworks are formally designed and aligned to prudential standards which provides a strong
basis for compliance as the organization grows.

» Named owners and executive-level reporting exist which can be leveraged to enforce remediation
SLAs and accountability.

» Recommendations include practical governance cadence changes and monitoring expansion that are
proportionate to organizational size and risk exposure.

Priority Actions

» Establish a remediation operating model that codifies roles, SLAs, and automated handoffs until
closure to convert findings into outcomes.

» Expand continuous third-party monitoring to cover at least 75% of vendors and redesign inventory to
surface risk-first attributes for prioritization.

« Publish external-facing assurance summaries and schedule at least one external audit engagement
per year for material regimes to improve regulator and stakeholder confidence.

Human Resources (HR)

Human Resources (HR) manages documented lifecycle processes and frequent review cycles but
relies on distributed tooling and manual reconciliation which increases operational and compliance
friction. The absence of a canonical HRIS and centralized LMS creates reconciliation workload and
reduces measurement of retention and training effectiveness for a 51-200 employee organization with
~40% technical staff. Frequent manual reviews produce operational churn without delivering
measurable improvement because analytics and automation are limited, which raises turnover risk

among technical roles and increases hiring pressure during growth phases.

Key Concerns

» Employee records and HR data are fragmented across point tools and portals which increases
reconciliation workload and compliance risk.
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» Frequent weekly review cadence creates operational churn and governance friction without tooling to

scale responsiveness.

» Low training participation and lack of centralized LMS increase voluntary turnover risk among
technical staff which concentrates capacity loss.

Strengths

» HR has documented policy and lifecycle processes that are actively reviewed which supports rapid
operational correction when tooling exists.

« Compensation and benefits design is formalized which provides a basis for introducing compensation
analytics once HRIS is implemented.

» Performance management and training programs are in place which can be scaled through an LMS to
improve retention outcomes.

Priority Actions

» Select and deploy a canonical HRIS to consolidate employee records, enable compensation analytics,
and reduce reconciliation workload.

» Implement a centralized LMS and target 30% professional-development participation in year one to
reduce technical staff turnover.

» Shift non-urgent review cycles from weekly to quarterly for policy, compensation, and curriculum to
reduce churn and enable data-driven updates.
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Information Security (InfoSec)

m Maturity: 70 Severity: 90

Information Security (InfoSec) maintains policy and tooling across multiple domains and automates

controls for a high share of critical assets, yet lacks named executive ownership and consistent
operational owners which undermines remediation velocity and audit evidence. The absence of a
consolidated SOC platform and small SecOps staffing model increases time-to-detect and
coordination overhead during incident surges which raises operational fragility. Governance artifacts
exist but policy review occurs only on significant change which decouples control design from
measured remediation outcomes and delays updates necessary for regulatory and healthcare-sector
expectations. Appointing a CISO-level owner, centralizing SOC tooling, and institutionally tracking
remediation to closure are high-impact actions to convert declared controls into demonstrable

assurance.

Key Concerns

» Information Security lacks an executive security owner and named operational owners for key controls
which increases remediation latency and weakens audit evidence.

» SOC tooling is limited and SecOps staffing is small which increases time-to-detect and coordination
burdens during sustained incidents.

» Policy-review and remediation tracking cadences are weak which decouples compliance posture from

operational closure of findings.

Strengths

» Automated controls cover a high share of critical assets (approximately 85%) which indicates

meaningful investment in prevention and telemetry.

» Policy and design artifacts are present across multiple domains which provide a foundation for
operationalizing controls.

» Recommendations identify pragmatic tooling and governance steps that can be undertaken ahead of
the next growth-driven product release to reduce blast radius.
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Priority Actions

» Appoint an executive security owner and publish a RACI that names owners for data inventory, key
rotation, endpoint protection, and SOC operations.

» Implement a consolidated SOC platform and centralize analyst workflows before the next growth-
driven product release to improve detection-to-response metrics.

» Adopt endpoint-resident prevention agents (EDR) and enterprise encryption on critical endpoints to
reduce dwell time and data-exfiltration risk.

» Create a continuous policy-review and remediation tracking cadence that ties policy changes to

measured remediation outcomes.

Information Technology (IT)

Risk: 80 Severity: 80

Information Technology (IT) shows policy and tooling across cloud, ITSM, resilience, and asset

management but lacks integration and named operational ownership for key provisioning and
resilience controls which allows structural gaps to persist. The cloud environment is a high-stakes
attack surface because provisioning is not gated by architecture review which increases configuration
drift and potential compliance failures for critical workloads. Patch deployment and hardening activities
are performed but lack closed-loop verification and broad coverage which increases dwell time for
vulnerabilities and raises remediation cost as systems scale. Quarterly governance touchpoints and
codified provisioning templates are effective near-term levers to reduce risk and improve cross-

functional decision rhythm.

Key Concerns

 Informal cloud provisioning processes create configuration drift and environment sprawl that raise
outage and compliance risk.

» Patch verification is incomplete and only a minority of critical systems are hardened on schedule

which increases vulnerability dwell time.

« Lack of named ownership for resilience and provisioning reduces accountability during incidents and

change events which slows recovery.
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Strengths

» IT maintains cloud architecture artifacts and monitoring which provide a foundation for codifying
provisioning controls.

» Operational activities such as diagram updates and ITSM practices occur regularly which supports
governance when integrated.

» Evidence of patching and hardening processes exists which can be strengthened with closed-loop
verification to reduce dwell time.

Priority Actions

» Gate environment creation through security architecture review and codify cloud provisioning
templates to prevent misconfiguration.

« Implement closed-loop patch verification and expand hardening until 80% of critical systems meet
baseline standards.

« Shift IT governance to a quarterly cadence with scheduled IT-business alignment checkpoints to
convert event-driven signals into prioritized remediation.

Secure Software Development

Risk: 75 Maturity: 65 Severity: 75

Secure Software Development contains core tooling and automated detection but suffers from

decentralized ownership and inconsistent pre-merge enforcement which allows vulnerable artifacts to
enter production despite high detection density. Dependency inventory coverage and reconciliation are
partial which creates maintenance blind spots concentrated in a minority of critical applications where
risk aggregates. Automated testing exists but governance and gate coverage are inconsistent so many
releases proceed without formal security sign-off, increasing the probability of latent vulnerabilities and
post-deployment remediation costs. Establishing authoritative inventory ownership and enforcing pre-
merge gates on high-risk pipelines will yield high-return risk reduction without requiring full platform

overhaul.
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Key Concerns

» Decentralized ownership of dependency and application inventory allows vulnerable libraries or
unapproved artifacts to be introduced into builds.

» Partial dependency evaluation coverage and brittle inventory reconciliation create blind spots in
maintenance and vulnerability tracking.

 Inconsistent security validation and partial gate coverage mean many releases lack formal security
sign-off which elevates release-level vulnerability risk.

Strengths

» High automated detection density and existing security tooling provide a strong platform for
enforcement and prevention.

« Distributed developer training and multiple testing modes exist which can be converted into certified
outcomes to improve secure coding practices.

» Evidence of Cl pipelines and test automation indicates the organization can target high-risk pipelines
for rapid improvement.

Priority Actions

» Appoint a central authoritative owner for dependency and application inventory and enforce pre-merge
Cl gates to block unapproved artifacts.

 Prioritize automated security testing and require 100% gate coverage for high-value releases to
prevent vulnerabilities reaching production.

» Convert developer training into measured certification and tie completion to pipeline privileges to
increase uptake and measurable skill outcomes.
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Domain Analysis

The organization faces a moderately elevated risk posture driven by uneven operationalization of otherwise
adequate technical and governance controls across multiple domains. Tooling and baseline artifacts are in
place in many areas, but accountability gaps, infrequent exercises, and partial automation convert detec-
tion into technical debt and permit prolonged remediation windows. Technology, data-governance-related
controls, and incident response capability require the most urgent attention because failures in these areas
would materially increase customer-impacting outages, regulatory exposure, and loss of trust in privacy-
sensitive markets. Cross-domain patterns include concentrated tacit knowledge in single individuals, incon-
sistent owner assignment for lifecycle flows, and monitoring signals that are not closed into verified remedi-
ation SLAs. Strategic implications are that limited resources should first shore up accountable operational
owners and closed-loop remediation in the highest business-impact areas, then invest in automation for
detection-to-remediation workflows and targeted training to reduce single-person dependencies.

AVERAGE RISK AVERAGE MATURITY AVERAGE SEVERITY
EXPOSURE
Min Med Max Min Med Max
Min Med Max ] = B
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Named ownership exists across many functions, but decentralization and single-person dependencies
concentrate operational risk in day-to-day activities and reduce resilience during turnover or incident
surges. Low training uptake and role-specific competency gaps reduce security and development
resilience, which hinders the ability to scale control execution in a 51-200 employee organization with 40%
technical staff. Pairing owners with deputies, enforcing measurable SLAs, and launching role-specific
training with competency goals will convert nominal accountability into operational authority and improve
continuity and capability retention. Automating high-volume manual reviews will reduce people-dependence
and free capacity for higher-value tasks.
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Key Concerns

» Single-person dependencies for critical functions delay incident response and continuity during
unplanned absences.

» Training completion rates and role-specific curricula are low, reducing the effectiveness of security and

development practices.

« Operational tasks rely on manual processes and small teams, which limits the ability to scale during
incidents or growth.

Strengths

» Named ownership and documented procedures provide a clear starting point for converting
accountability into operational authority.

» Multiple training delivery modes are available, which can be leveraged to increase role-specific
competency when uptake is enforced.

Priority Actions

» Assign a deputy for every named owner and document measurable SLAs for the owner role, including
response times and remediation closure windows.

« Launch role-specific training programs with measurable competency goals and minimum completion
percentages for developers, SecOps, and application owners.

« Automate high-volume manual reviews and guardrails in monitoring and origination workflows to

reduce people-dependence and improve scale.

Process

Severity: 68

Operational controls and tooling are present across development, third-party monitoring, and resilience

functions, but fragmented cadence, ownership, and partial automation convert documented policy into
brittle execution. Automation artifacts without matching operational ownership result in manual remediation
burdens and technical debt, which increases time-to-remediate as volumes grow. Naming accountable
owners, standardizing cadence by risk tier, and instrumenting closed-loop verification will convert detection
and policy artifacts into reliable operational workflows and reduce exploitation windows. Requiring
automated attestation post-remediation will improve SLAs and executive reporting.
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Key Concerns

» Automation and artifact implementation occurred without assigned remediation owners, leading to
recurring manual workloads and backlog.

» Inconsistent review cadences across domains create predictable windows where remediation is

delayed and adversaries or failures can capitalize.

» Vendor and third-party coverage gaps leave monitoring blind windows that reduce situational
awareness across the supply chain.

Strengths

» Platform tooling and process artifacts are in place across multiple functional areas, which provides
leverage for standardizing cadence and verification.

» Continuous scanning and partial coverage metrics exist and can be expanded to create automated
verification where remediation owners are assigned.

Priority Actions

» Assign accountable operational owners for pipelines, dependency management, vendor inventory,
and resilience execution with delegated authority and SLAs.

» Standardize review cadences by risk tier and automate verification where possible to ensure timely
remediation and reduce manual handoffs.

» Instrument closed-loop verification for remediation by requiring automated verification and attestations
after patching, code merges, or vendor remediation and tie results to owner SLAs and executive
dashboards.

Technology

m Severity: 80

The organization demonstrates broad investment in tooling and targeted technical controls, but inconsistent

ownership and review cadences convert detection signals into unresolved technical debt. Automation exists
without lifecycle owners or closed-loop verification, which increases mean time to detect and remediate and
concentrates residual risk in unpatched or unmanaged assets. Assigning accountable owners,
standardizing cadence by risk tier, and closing key technical gaps will reduce dwell time and produce
auditable evidence for regulators and customers. Deploying endpoint prevention, enabling encryption, and
centralizing logs will convert point solutions into enforceable prevention capabilities and measurable KPIs
for operations.
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Key Concerns

» Automation and scanning outputs are not consistently owned, leading to persistent remediation
backlogs that increase exposure to exploited vulnerabilities.

» Legacy and partially integrated systems reduce the effectiveness of tooling and obscure true coverage
metrics for critical assets.

» Monitoring signals lack aggregation and retention, which increases analyst overload and prolongs
dwell time for incidents.

Strengths

» Abroad set of technical tools is deployed, including dependency scanners, CI/CD security scans, and
cloud monitoring, which provides a foundation for improved detection.

» Measured coverage metrics exist that quantify exposure and can be used to prioritize remediation
efforts when ownership is assigned.

Priority Actions

» Assign accountable technical owners for critical lifecycle flows with authority to enforce pre-merge and
pre-deploy gates and to sign remediation SLAs.

» Deploy endpoint prevention and enable endpoint encryption with operational metrics and key-rotation
processes to reduce exploitation risk and improve forensic capability.

» Centralize logs into a SIEM/SOAR pipeline to aggregate telemetry, enable detection KPls, and
automate playbook-driven responses.

Application Security

Maturity: 35 Severity: 70

Development pipelines largely lack integrated automated security testing, which increases the likelihood
that code or configuration changes introduce production vulnerabilities. Product-delivery incentives have

prioritized speed over embedding security gates, shifting detection downstream and increasing remediation
effort and audit friction. Prioritizing SAST integration into the highest-impact pipelines and assigning a
DevSecOps owner will reduce defect escape and create measurable ROI through reduced remediation
time and improved gate pass rates. Starting with fast static analysis that runs on pull requests will deliver
early developer feedback with modest operational overhead.
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Key Concerns

» The majority of CI/CD pipelines do not include automated static or dynamic testing, which increases
production-exposure risk.

» Security is deprioritized relative to delivery speed, resulting in late-stage detection and longer

remediation cycles.

» Lack of ownership for CI/CD security gates reduces accountability for pipeline standards and defect-

escape metrics.

Strengths

» Development teams are using CI/CD pipelines, which provides a clear technical integration point for
automated security testing to reduce escape rates.

» There is an identified path to show value quickly by focusing on the top revenue-impact pipelines,
which supports pragmatic deployment and engineering buy-in.

Priority Actions

 Integrate fast static analysis (SAST) into pull-request CI for the top 30% of pipelines by revenue
impact to detect common defects earlier.

» Establish a DevSecOps owner accountable for CI/CD security gates, pipeline standards, and a
quarterly metric report that includes defect-escape rate and gate pass rates.

» Measure defect-escape rate monthly and use the metric to prioritize additional pipeline integration and
developer training.

Compliance

Risk: 73 Severity: 78

Controls and onboarding artifacts exist but ongoing monitoring, remediation-tracking, and evidence for data

processing are uneven, which increases regulatory and customer-risk exposure for technology and
healthcare segments. Post-onboarding monitoring and documented records for processing and consent are
incomplete, which raises the probability that external audits will surface findings that are slow to remediate.
Implementing continuous vendor monitoring for high-risk suppliers, codifying data-processing records for
GDPR/LGPD and Al use-cases, and creating a tracked remediation-closure process with executive
escalation will reduce audit exposure and improve contractual assurance. Embedding vendor incident-
response obligations into contracts will shorten response windows and improve external reporting clarity.
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Key Concerns

» Post-onboarding vendor monitoring is inconsistent, which increases the risk of undetected third-party
incidents.

» Consent tracking and data-processing records for Al and cross-border flows are incomplete,

weakening ability to demonstrate lawful processing.

» External audits produce findings without reliable tracked remediation closure, which increases

regulatory and customer exposure.

Strengths

» Pre-engagement controls and formal onboarding processes are implemented, which reduces initial
supplier entry risk and provides a foundation for continuous assurance.

» Existing audit activity and control artifacts can be converted into repeatable assurance processes with
defined cadence and ownership.

Priority Actions

e Implement continuous vendor monitoring for high-risk suppliers and integrate vendor incident-
response obligations into contracts to reduce third-party exposure.

» Establish a tracked remediation-closure process that converts external-audit findings into time-bound
remediation actions with executive escalation triggers.

» Codify and instrument data-processing records and retention/disposal metrics required for
GDPR/LGPD and Al training use-cases to ensure demonstrable lawful processing.

Data Governance

Risk: 74 Severity: 78

Technical data controls and dataset governance capabilities such as encryption, cataloging, and synthetic-

data validation are present, but operational tooling and processes for consumer-rights, DLP, and Al
prompt/log controls are incomplete. Asset recertification and continuous lifecycle discipline are inconsistent,
which degrades inventory quality and weakens lineage and response confidence for privacy-sensitive use-
cases. Automating consumer-rights workflows, designating a DLP owner with operating metrics, and
adding prompt/log redaction and session filtering will reduce statutory timeline exposure and limit secrets or
personal data persisting in model artifacts. These measures will support sales to privacy-sensitive
customers and improve operational efficiency.
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Key Concerns

» Manual consumer-rights processing risks statutory noncompliance and slow response times to access

or deletion requests.

» Data asset lifecycle and recertification processes are inconsistent, which undermines trust in catalog

accuracy and lineage.

» Al prompt and log controls are not enforced, which increases the risk that secrets or personal data will

persist in model artifacts.

Strengths

» Encryption and dataset cataloging are implemented, supporting traceability for Al training when paired
with formal sign-off and audits.

» Synthetic-data validation and role-based controls for training corpora are in place, which reduces
exposure from using production data directly.

Priority Actions

» Automate consumer-rights workflows and reporting to remove manual handling and to ensure

statutory timelines are met consistently.

» Designate a DLP owner and implement operating metrics and automated enforcement for high-risk
channels to reduce manual oversight burdens.

» Add technical controls for Al prompts and logs, including prompt redaction and secrets detection, and
require break-glass approvals with audit trails for exceptional use.

Detection and Response

Risk: 75 Maturity: 40 Severity: 75

Perimeter defenses and monitoring devices are deployed, but threat intelligence ingestion and automated

rule deployment are limited, reducing the ability to adapt in real time to indicators of compromise. Periodic,
ad-hoc processing of threat intelligence creates a lag between detection capability and preventive action,
which increases mean time to detect and contain for targeted attacks. Integrating real-time threat feeds,
automating signature and rule deployment, and defining SLAs for feed ingestion and validation will make
perimeter devices materially more adaptive and reduce dwell time for known threats. A validated
deployment pipeline for rules and measurable validation SLAs will improve both operational speed and

audit evidence.
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Key Concerns

» Threat intelligence is processed periodically or ad-hoc rather than integrated into automated device
ingestion, which slows preventive action for known indicators.

» Perimeter rule and signature deployment lack automation, increasing time-to-block and operational

burden.

» Limited real-time adaptation increases exposure across distributed site operations where targeted
attacks can cause larger business impact.

Strengths

» Perimeter technologies such as firewalls, IDS/IPS, and DMZs are in place, providing a baseline
defensive posture.

» Monitoring devices are configured and monitored, which creates an opportunity to convert existing
telemetry into automated prevention with minimal architectural change.

Priority Actions

 Integrate real-time threat feeds and automate rule and signature deployment for perimeter devices to
reduce time-to-block for known indicators.

« Implement a validated deployment pipeline and measurable SLAs for feed ingestion and rule rollout to
ensure reliable, auditable updates.

» Measure and report MTTD and MTT* metrics to track improvement and to inform prioritization of
automated responses.

Governance

m Severity: 70

Formal governance structures, committees, and named roles are present, but inconsistent review

cadences and remit clarity produce a governance-to-execution divide that weakens assurance and timely
risk reduction. Monitoring and audit outputs are not consistently integrated into remediation workflows,
which reduces remediation velocity and executive visibility for persistent operational problems. Defining
fixed governance cadences, designating accountable owners for compliance and data access, and linking
monitoring signals to remediation SLAs and executive escalation paths will materially improve assurance
and shorten the window between detection and remediation. A single remediation register that rolls up to
executive reporting will improve prioritization and oversight.
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Key Concerns

» Review cadences and approval gates are irregular or absent, which causes policy-practice drift and
delayed decisioning.

» Monitoring and audit outputs are siloed and are not reliably fed into governance-driven remediation

processes.

» Remediation lacks a single register and escalation paths, which reduces executive visibility and slows

corrective action.

Strengths

» Committees and named roles exist, providing a structure that can be operationalized with fixed
cadences and remit clarity.

» Audit and monitoring capabilities are selected and in place, which provides the content for risk-
prioritized remediation when integration occurs.

Priority Actions

» Define and enforce fixed governance cadences and designate accountable owners for compliance,
policy approval, and data access control to reduce policy-practice drift.

 Integrate monitoring and audit outputs into risk-prioritized remediation by defining SLAs, escalation
paths to committees, and a single remediation register that rolls up to executive risk reporting.

» Require remediation attestation and periodic executive review to ensure that remediation SLAs are
met and that risks are visible at the board or executive level.

Identity and Access Management

Risk: 72 Severity: 76

Attribute-based restrictions, allowlists, and role-based limits provide baseline protection for model and data

access, but the absence of lifecycle owners and tamper-evident exception auditing converts technical
controls into audit liabilities. Break-glass and exception workflows are not formalized with robust auditing,
which increases the probability of orphaned privileged accounts and weak forensics for runtime data
access events. Designating a named IAM owner for Al/data access, implementing break-glass approvals
with tamper-evident logs, and adding session-level guardrails will materially improve both operational
control and compliance evidence. Integrating automation outputs into exception dashboards will enable
continuous oversight and reduce unnoticed privilege drift.
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Key Concerns

» Operational ownership for access lifecycle management is absent, which creates orphaned and stale
privileges and increases audit risk.

» Exception and break-glass approvals lack tamper-evident audits, which weakens forensic capability

for high-risk data access.

« Session-level guardrails and runtime exfiltration detection for Al interactions are missing, which
increases the risk of data leakage.

Strengths

» Technical access controls such as attribute-based restrictions and allowlists are implemented, which
reduces the attack surface for model and dataset selection.

» Role-based limits for training data and model selection provide a foundational control that can be
enhanced with lifecycle ownership.

Priority Actions

» Designate a named IAM owner for Al data access and lifecycle management to centralize
authorization, review, and revocation responsibilities.

« Implement a break-glass approval workflow with tamper-evident audit logs and integrate exceptions
into a dashboard for continuous review.

» Add session-level runtime guardrails for Al access, including data filters, exfiltration detection, and

automated model-use constraints.

Incident Response

Maturity: 40 Severity: 75

The organization maintains documented incident playbooks and named roles, but exercise frequency is low

and operational knowledge is concentrated in a small set of individuals, creating fragility during multi-site
incidents. Limited cross-functional incident-command activation and rare simulated regulator-notification
drills increase the probability that real incidents will cause longer customer-impacting outages and
regulatory follow-up than expected. Establishing a recurring exercise cadence and publishing substitution
matrices for incident commanders will convert documented procedures into resilient operational capability
and reduce single-point dependencies. Quarterly tabletop and semi-annual live drills that include regulator-
notification simulations will improve recovery metrics and executive-level assurance.
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Key Concerns

 Incident response knowledge is concentrated in a few named individuals, which creates single-point
operational risk when those people are unavailable.

» Exercises and live drills are infrequent, reducing preparedness for multi-site or complex incidents.

» No formal cross-functional incident-command activation has been evidenced, limiting coordinated
recovery authority and escalation.

Strengths

 Incident response documentation and runbooks are present, providing a clear foundation for

operationalization.

» Named responder roles exist, which simplifies conversion of playbooks into exercised capability when
cross-functional ownership is established.

Priority Actions

» Establish a recurring incident-exercise cadence that includes tabletop and live drills and regulator-
notification simulations to validate playbooks and team readiness.

» Assign cross-functional incident-command owners and publish substitution matrices so authority to act

is clear even when primary responders are unavailable.

o Measure and report recovery metrics transparently to the executive team and auditors to ensure

continuous improvement and external assurance.

Operations

Risk: 68 Severity: 70

Operational monitoring and review activity is disciplined, but accountability and lifecycle ownership are

uneven, which produces remediation backlogs and vendor/procurement drift. Partial asset ownership and
aging environmental equipment raise near-term incident risk and increase maintenance costs for a mid-
market operator with distributed sites. Clarifying accountable owners with measurable SLAs, funding capital
and SLA improvements for aging equipment, and converting measurement signals into enforced
remediation workflows will reduce backlog accumulation and lower the probability of incident-driven
outages. Adopting automation-first network segmentation will also reduce ongoing operational overhead.
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Key Concerns

» Frequent detections accumulate into a findings backlog due to absent named owners and SLA
enforcement.

» Aging environmental controls combined with constrained maintenance resources increase the

probability of equipment-failure incidents.

» Partial asset ownership creates ongoing maintenance ambiguity and increases remediation cost and

time.

Strengths

» Operational processes show active monitoring and frequent review activity, which enables rapid
detection when owners are assigned.

» There is clear evidence of remediation cadence and ticketing that can be converted into SLA-backed
workflows to improve closure rates.

Priority Actions

« Assign named operational owners with measurable SLAs for remediation and asset lifecycle tasks to
ensure timely closure of findings.

« Prioritize capital and SLA funding for aging environmental controls and implement ticket-to-fix SLAs
for alerts to reduce incident risk.

» Adopt an automation-first plan for network segmentation and enforce phased microsegmentation with

orchestration tooling to minimize operational overhead.

Roles and Responsibilities

m Severity: 60

Cross-functional role assignments exist across technical and governance functions, creating a foundation

that can enable rapid operational improvement if secondary ownership and handoff rules are enforced.
Single-owner dependencies are common and are not always recorded with documented deputies, which
increases execution fragility during staff turnover or incidents and slows response velocity. Converting
primary owner assignments into documented secondary owners with formal handover rules and a small
governance forum will reduce single-point dependencies and improve continuity during peak demand or
turnover. Standardizing approval and verification practices will reduce audit friction and operational
inconsistency.
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Key Concerns

» Single-owner dependencies exist for critical functions, which delays incident response and continuity

during staff absence.

» Documentation ownership and verification practices are inconsistent, which increases operational

friction and audit exposure.

» Handover and deputy arrangements are often not recorded, which reduces organizational resilience

during turnover.

Strengths

» Cross-functional role assignments are broadly distributed, which provides a clear operational path to

improve accountability and resilience.

» Technical and audit ownership for financial data is clear, which can be used as a model for other
operational domains.

Priority Actions

» Designate secondary (backup) owners and document handover rules for every primary role that owns
critical operational artifacts to eliminate single-person dependencies.

» Standardize documentation ownership and approval workflows by requiring a named document
owner, approval sign-off, and a quarterly verification tickler for operational document sets.

» Create a small governance forum to enforce documentation standards and to adjudicate role and

handoff disputes.
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Maturity & Benchmarking

Maturity scores reflect how consistently and measurably controls are operating — not just whether they
exist. Each domain is scored and mapped to a five-level scale, then benchmarked against typical ranges
for similar organizations, providing context for whether a gap reflects a deliberate tradeoff or an industry-
wide norm. The capability roadmap prioritizes domains where the gap between current maturity and best-

practice levels is largest relative to the risk exposure those domains carry.

Level 3 (Defined) indicates the organization has documented controls, named roles, and deployed tooling
but lacks consistent lifecycle ownership, enforcement SLAs, and closed-loop verification that convert detec-
tion into reliable prevention and remediation. Practically, this means the organization can operate and
deliver product functionality, but several control weaknesses-especially in patching, telemetry centraliza-
tion, identity lifecycle and data governance-create exploitable windows that increase regulatory and avail-
ability risk for technology and healthcare customers. The improvement opportunity is to shift from point-tool
deployments and documented runbooks to accountable operating models, measurable SLAs, and a small
number of platform investments that produce outsized risk reduction.

How Maturity Scores Are Calculated

Maturity scores are derived from the VeloRisk domain evaluation analysis. For each assessed
domain, the system analyzes survey responses across all in-scope topics and evaluates three
dimensions:

« Control implementation — whether security controls are in place and functioning

» Process standardization — whether processes are documented, consistent, and followed
organization-wide
» Measurement & improvement — whether the organization tracks performance and drives

continuous improvement

Each domain receives a Maturity Score from 0—100 reflecting overall control effectiveness in that
area. These domain scores are averaged to produce the Overall Maturity Score, which is then
mapped to one of five maturity levels (Level 1 Initial through Level 5 Optimized). Higher scores
indicate stronger, more consistent, and more measurable security practices.
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Current Maturity Assessment

Maturity Scale

Initial Developing Defined

Ad-hoc processes Basic structure Documented practices
Managed Optimized

Measured & controlled Continuous improvement

OVERALL PROGRAM MATURITY

Level 3 Defined 43 /100

Documented and standardized processes, consistent implementation, balanced reactive and
proactive approach

Domain Maturity & Industry Benchmarking

DOMAIN MATURITY SCORE LEVEL TYPICAL BEST POSITIONING
PRACTICE

People oD 40% 30-50 70 Within Typical
Process () 42% 35-55 75 Within Typical
Technology s 45% 40-60 78 Within Typical
Additional Domains
Application Security [ ) 35% 32-52 72 Within Typical
Incident Response [ ) 40% 32-52 72 Within Typical
Detection and

40% 28-50 72 Within Typical
Response
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DOMAIN MATURITY SCORE LEVEL TYPICAL BEST POSITIONING
PRACTICE

Compliance L ) 45% 35-58 76 Within Typical
Operations proe 45% 32-52 72 Within Typical
Governance ) 46% 2545 68 Above Typical
Data Governance D 48% 32-52 72 Within Typical
Identity and Access S :
L) 50% 35-55 75 Within Typical
Management
Roles and
— R

50% Level 3 32-52 72 Within Typical

Responsibilities

Functional Area Risk vs. Maturity

BizOps
80
SecureDev ° Finance
[ )
m
IT GRC

InfoSec HR

= Risk Exposure === Maturity
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FUNCTIONAL AREA

Governance, Risk, and Compliance (GRC)
Business Operations and Revenue Protection
Information Technology (IT)

Information Security (InfoSec)

Finance & Accounting

Secure Software Development

Human Resources (HR)

Industry & Organizational Context

RISK

85

70

80

90

70

75

MAT. SEV. M/R RATIO STATUS
80 - 0.65 MODERATE
70 - 0.71 MODERATE
80 - 0.75 GOOoD
70 920 - 0.78 GOOoD
80 - 0.86 GOOoD
65 75 - 0.87 GOOoD
GOOoD

Organizational Profile

Market Segments: Technology, Healthcare

Legal Structure: Corporation

Annual Revenue: $10M - $50M

Full-Time Employees: 51-200

Number of Divisions: 3

Maturity Expectations for Your Profile

Business Model: Mixed

Ownership Type: Privately Held

Revenue Trend: Increasing

Founded: 2010

Operational Sites: 3-5

Software publishing and technology-enabled healthcare organizations of this revenue and employee scale

($10M-$50M revenue, 51-200 employees, mixed business model) are expected to operate at a defined

operational maturity for core security programs while moving toward managed cybersecurity and privacy
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controls as they scale and take on regulated customers. Evidence of 40% technical roles signals healthy
engineering capacity but also means product security and secure delivery must carry higher operational
weight than for non-technical peers.

Maturity Progression Roadmap

The roadmap below identifies the domains with the greatest opportunity for maturity improvement and out-
lines specific capability enhancements to advance each domain to the next level. Prioritization reflects both
current maturity gaps and the associated risk exposure in each domain.

Technology BNl |evel 4 Managed

Automation outputs and scanning results produce persistent remediation backlogs because no
accountable lifecycle owners enforce pre-merge and pre-deploy gates, and legacy partially
integrated systems obscure true coverage metrics.

» Assign accountable technical owners for critical asset lifecycles and give them authority to
enforce pre-merge (development) and pre-deploy (release) gates with signed remediation SLAs

and escalation paths to the governance forum.

» Centralize telemetry and logs into a SIEM (centralized log aggregation and event correlation)
and feed automated remediation status into the same platform so detection leads to action and

audit evidence is produced.

» Deploy endpoint prevention and enable endpoint encryption with key-rotation processes, and
name an endpoint owner responsible for operational metrics and forensic readiness.

Expected outcome: Named owners and centralized telemetry will close long-tail remediation items, reduce
mean time to detect and mean time to remediate by converting alerts into enforceable tasks, and produce audit-

grade evidence for regulators and customers.

I Typical Timeline: 18—24 months | Investment Level: Substantial
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Incident Response BN | evel 4 Managed

Documented incident playbooks and named responder roles exist but exercises are infrequent and

operational authority concentrates in a few people, creating fragility for multi-site incidents and

regulator-notification obligations.

« Establish a quarterly exercise cadence including tabletop and semi-annual live drills that
simulate regulator notification and cross-site failures to validate decision authority and
communications flows.

» Publish substitution matrices for incident-command owners so deputies can activate with pre-

authorized authority, and contract an on-call external incident response retainer for surge
capacity.

« Instrument recovery and containment metrics (MTTD mean time to detect, MTT* mean time to
contain) and report them monthly to the governance forum for corrective resourcing decisions.

Expected outcome: Regular exercises and formal deputies will convert written playbooks into resilient
operational capability, reduce single-point dependencies, and shorten regulatory notification and recovery

timelines.

I Typical Timeline: 18—24 months | Investment Level: Substantial
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Application Security N

CI/CD pipelines largely lack integrated automated security testing and no DevSecOps owner

enforces security gates, which shifts defect discovery downstream and increases remediation effort

and audlit friction.

 Integrate fast static application security testing (SAST, code analysis during development) into
pull-request CI for the top 30% of pipelines by revenue impact to provide early developer

feedback and reduce defect escape.

» Appoint a DevSecOps owner (a person responsible for embedding security into development
pipelines) accountable for pipeline security gates, defect-escape metrics and a quarterly
dashboard.

« Measure and publish defect-escape rate monthly and use that metric to prioritize additional
pipeline integrations and focused developer training.

Expected outcome: Early SAST feedback and a named DevSecOps owner will reduce escaped vulnerabilities,

lower rework for engineering, and shorten remediation time for high-value releases.

I Typical Timeline: 12—18 months | Investment Level: Significant

Maturity-Risk Correlation

The organization converts deployed tooling and documented procedures into remaining operational risk
because automation outputs and telemetry are not owned, exercised or measured end-to-end. For exam-
ple, detection signals from vulnerability scanners and CI/CD tools accumulate into remediation backlog
because Technology and Process lack named lifecycle owners and enforced SLAs, which increases the
probability that known vulnerabilities remain exploitable until an incident reveals them. Incident Response
and Security Operations cannot reliably shorten attacker dwell time because telemetry is decentralized and
no SIEM/SOAR pipeline exists to correlate alerts and automate containment, and the small SecOps staffing
profile amplifies analyst overload and missed detections.

Priority Domains for Maturity Investment

Domains ranked by risk-maturity gap — highest gap represents the most critical investment opportunity:
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1. Technology Gap: +40 pts
45%

Risk exposure (85%) exceeds maturity (45%) by 40 points.

2. Incident Response Gap: +38 pts
40%

Risk exposure (78%) exceeds maturity (40%) by 38 points.

3. Application Security Gap: +35 pts
L 35%

Risk exposure (70%) exceeds maturity (35%) by 35 points.

Investment Priorities

1. Institute a Patch, Vulnerability & Dependency Hygiene program with automated orchestration, CI
integration and enforced SLAs for critical vulnerabilities to reduce exposure windows and remediation
cost.

2. Modernize SOC and telemetry by centralizing logs into a SIEM (centralized log aggregation and event
correlation), deploying SOAR (security orchestration, automation, and response) playbooks and
staffing for measurable 24/7 coverage improvements.

3. Execute an Enterprise Identity & Privileged Access Program that enforces MFA (multi-factor
authentication, requiring password plus a second factor such as an authenticator app or hardware
token), deploys a PAM (privileged access management vault for high-privilege credentials) and
mandates entitlement recertification.

4. Launch a Data Governance, Classification & Retention program including DLP (data loss prevention,
tools that detect and block sensitive data movement), automated consumer-rights workflows and
codified retention schedules for GDPR/LGPD and Al training data.

5. Create a Centralized Remediation & Governance program that rolls up findings into a single
remediation register with SLA enforcement and executive escalation to drive closure velocity.
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Risk Readiness

Ratings in this section are grounded in respondents' self-assessments of likelihood, impact, and con-
fidence for each risk area, supplemented by historical event frequency and magnitude. These raw
ratings are then calibrated against the organization's identified strategic risks, recommended pro-
grams, and organizational gaps — a step that reveals where self-assessments diverge from the
broader risk profile. The scenarios, priorities, and readiness scores below reflect that calibrated view,
not the raw ratings alone.

KEY THEMES

» Capacity and staffing constraints amplify multiple operational and vendor risks across supply-chain,
vendor oversight and incident response.

» Infrastructure and pipeline technical debt (backup systems, patching, CI/CD controls) create elevated
likelihood for cyber and production incidents that can cascade into major business impact.

> Revenue concentration in a few offerings increases impact sensitivity across customer attrition,
payment, and supply-chain failures.

The organization demonstrates active risk awareness and several initiated programs, but persistent capac-
ity and infrastructure weaknesses create elevated exposure across supply-chain, operational resilience,
and software-delivery risks. Tactical accelerations (staffing, immutable backups, Tier2/3 supplier mapping)
will materially reduce near-term exposure while mid-term programs mature. Prioritize ransomware and
high-impact supply-chain/vendor scenarios with operational interventions that shorten mitigation timelines

and add monitoring and exercise cadences.
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ORGANIZATIONAL FAILURE SCENARIOS AVERAGE CONTROL

READINESS EFFECTIVENESS
@l N D
L m H ¢ Min Med Max
Composite score by priority 35 49 65

Priority vs. Readiness

Each scenario is placed by its priority level (rows) and organizational readiness (columns). Scenarios in the top-left require

immediate attention — high priority with inadequate preparation.

Inadequate Emerging Developing Mature
Vulnerability Exploits
Dev Supply-Chain
Compromise
Critical
Cl/ Code Integrity
Failure
Source Code Exfiltration
Supply-chain Disruption Payment-Processing
Failure
Product/Service Quality
Defects Litigation & Legal Risk
Attack
. Regulatory Non-
High Lt
Compliance Event Backup & Restore
Failures
Regulatory Audit Failure
Workplace Misconduct
Claims
Third-Party Compromise
Medium Operational Downtime
Liquidity Shortfall
Major Fraud Loss

VeloRisk.io 44 CONFIDENTIAL AND PROPRIETARY



Inadequate Emerging Developing Mature

Training & Competency
Gaps

Labor Disruption

Insider Threat Incidents

System Misconfiguration
Outage

Credit Default
Low Key-Person Departure

Cloud Provider Outages

Areas of Strength

» Leadership has initiated modernization and vendor risk programs that align strategically with major
risks and provide a roadmap for remediation when resourced and accelerated.

« The organization demonstrates accurate awareness on several high-frequency technical risks,
enabling targeted interventions rather than discovery-phase diagnostics.

« Operational redundancy and some tested recovery processes limit the impact of common

misconfigurations and cloud provider outages when exercised.

Learning Priorities

1. Technical remediation and secure engineering practices (4 scenarios, avg gap: 25%)
Run an expedited remediation sprint for critical CVEs and patch SLAs; Mandate CI/CD gating and
automated security tests across all production pipelines; Harden repositories with MFA, DLP and
access recertification

2. Vendor and supply-chain transparency (3 scenarios, avg gap: 12%)
Map Tier2/3 dependencies for critical components and publish an at-risk supplier register; Deploy
vendor continuous monitoring and enforce SOC/attestation requirements for critical vendors
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Systemic Patterns

Control Weakness

High-frequency technical and development risks share root causes: inconsistent patching, weak
CI/CD gating, and incomplete repository protections, creating systemic exposure to exploitation
and exfiltration.

Recommended: Conduct a cross-functional technical remediation sprint and tabletop focusing on
patching, CI/CD gating and repository protection priorities.

Strategic Gap

Vendor and supply-chain visibility gaps drive multiple scenarios; lack of Tier2/3 mapping and

continuous vendor monitoring produces blind windows for upstream failures.

Recommended: Organize a supplier dependency mapping workshop and prioritize instrumentation of
vendor telemetry and attestations.

Top Readiness Gaps

» (Controls, Critical): Active vulnerability exploitation with inconsistent patch remediation creates
imminent breach risk that can produce Major business impact.

» (Controls, Critical): CI/CD escapes are frequent with Major production impact when deficient pipelines
allow insecure code into production.

» (Controls, Critical): Source code exfiltration risk is high-probability and Major-impact due to weak
repository protections and access governance.

Scenario Analysis

Scenarios are modeled risk situations — plausible futures rather than observed events. Each is scored for
likelihood (probability of occurring under current conditions), impact (potential business severity), and readi-
ness (organizational capability to detect, contain, and recover). Readiness is the most actionable dimen-
sion: it measures preparation gaps that can be addressed now, before a scenario materializes.
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Scenario Risk Distribution

High

ooo o0 @)

Impact if Occurs
(0]

Low

Low High

Likelihood (Next 12 Months)
Combined Risk Incident Count Confidence

Low (D +ioh c0@@® o000

Vulnerability Exploits

Priority: Critical Likelihood: 100 Impact: 100 Trend: | Worsening Controls: Weak [FS-001]

High event and near-miss volumes indicate active exploitation attempts; critical systems and product expo-

sure make Major impact credible when vulnerabilities are successfully exploited. Evidence supports urgent
improvements in patching and vulnerability management.

Calibration Note: confirmed based on high event counts and documented exploit attempts in
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evidence sources indicating sustained probability and Major impact potential.

Organizational Readiness

» Overall Readiness: fLHELEL[IEIEN — Inadequate readiness: active exploitation and weak remediation

controls make this a critical intervention area requiring immediate patching and verification actions.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perception matches high
exploitation evidence indicating organizational awareness of active vulnerability risk.

» Control Maturity: m (Trend: Worsening)
o Patching and dependency hygiene are inconsistent across environments
o High near-miss counts indicate remediation backlog and exposure

» Strategic Alignment: m — Patching programs are recognized in strategic plans but lack
closed-loop verification and sufficient prioritization to reduce immediate exploitation risk.
Strategic Context

Related Risks:

» SR-002: Vulnerability exploits directly instantiate the strategic patching and hardening risk due to
incomplete remediation coverage.

Addressed By Programs:

» PROG-005: Security modernization and patch management programs reduce vulnerability exposure
when fully implemented.

Exacerbated By Gaps:

» S0G-003: Inconsistent patch management and dependency hygiene increase the window of
exposure and likelihood of exploitation.

Recommended Actions

« Prioritize emergency patching for high-risk CVEs and implement a 30/90-day remediation SLA for
critical and high vulnerabilities. (Effort: 4-6 weeks to implement SLAs and triage process)

Closing high-risk vulnerability windows reduces active exploit surface and immediate breach probability.

» Deploy centralized vulnerability scanning and ticketing integration to enforce remediation tracking and
closure metrics. (Effort: 8-12 weeks)
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Closed-loop verification eliminates patch drift and ensures remediation accountability.

« Run focused red-team exercises on critical assets to validate remediation effectiveness and detection
coverage. (Effort: 6-8 weeks)
Testing verifies that patching and detection reduce real-world exploitation success and improves detection-response

playbooks.

Dev Supply-Chain Compromise

Priority: Critical Likelihood: 100 Trend: | Worsening Controls: Weak [FS-002]

Extremely high near-miss counts for development toolchains indicate active exposure; compromised build

artifacts can affect production, so evidence supports near-term prioritization of secure build pipelines and
dependency vetting to prevent developer-time compromises from propagating.

Calibration Note: likelihood confirmed as Almost Certain due to extensive near-miss counts; impact
set to Minor-to-Moderate as containment controls can limit propagation when implemented.

Organizational Readiness

» Overall Readiness: J[i:CRIEIEN — Inadequate readiness: active development supply-chain
exposure and weak pipeline controls necessitate immediate gating and dependency hygiene actions
to prevent production compromise.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perception aligns with high near-
miss evidence indicating clear recognition of dev supply-chain exposure.

« Control Maturity: m (Trend: Worsening)
o CI/CD security integration is uneven across pipelines
o Dependency vetting and artifact signing not enforced uniformly

 Strategic Alignment: m — DevSecOps elements exist in modernization plans but require
immediate enforcement to close active exposure windows for development supply-chain
compromises.

Strategic Context

Related Risks:
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« SR-014: Development supply-chain compromise is a manifestation of strategic pipeline security and
lack of uniform security integration.

Addressed By Programs:

« PROG-005: DevSecOps investments in modernization can reduce supply-chain exposure with
pipeline gating and dependency controls.

Exacerbated By Gaps:

» S0G-003: Incomplete dependency hygiene and pipeline gating increase exposure to malicious or
compromised packages entering builds.

Recommended Actions

» Enforce signed artifacts, dependency allow-lists, and gated deployments for all production pipelines.
(Effort: 8-12 weeks)
Artifact signing and allow-lists prevent untrusted components from entering production builds and reduce compromise

propagation risk.

 Introduce automated SBOM generation and vulnerability scanning of build dependencies in Cl
pipelines. (Effort: 6-10 weeks)
SBOMs and scanning detect risky dependencies early and enable rapid remediation or replacement of high-risk

components.

» Require security review gates for third-party build tooling and enforce least-privilege for Cl credentials.
(Effort: 4-8 weeks)

Hardening ClI credentials and tooling reduces attack surface for supply-chain compromise vectors.

CI/CD & Code Integrity Failure

Priority: Critical Likelihood: 100 Impact: 100 Trend: | Worsening Controls: Weak [FS-003]

Frequent CI/CD escapes and uneven automated security testing create high probability of production

integrity failures; evidence shows these failures produce Major impacts when escapes reach production,
requiring programmatic DevSecOps investment and release discipline.

Calibration Note: confirmed based on frequent pipeline escape events and documented production
impacts that justify elevated priority and program acceleration.
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Organizational Readiness

» Overall Readiness: [HiECEL[IEIEN — Inadequate readiness: frequent CI/CD escapes with Major
production impact require immediate gating and automation to restore integrity and reduce
remediation burden.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User correctly assesses high
likelihood and Major impact, reflecting awareness of frequent CI/CD integrity issues.

» Control Maturity: m (Trend: Worsening)
o Automated security testing uneven across pipelines
o Release policies and artifact integrity checks are not uniformly enforced

« Strategic Alignment: m — DevSecOps investments are planned but need immediate
enforcement and metrics to materially reduce escapes and production integrity failures.
Strategic Context

Related Risks:

» SR-014: CI/CD failures are a core expression of the strategic risk about uneven security integration in
development pipelines.

Addressed By Programs:

« PROG-005: Comprehensive DevSecOps and testing automation efforts directly reduce CI/CD escape
probability when fully implemented.

Exacerbated By Gaps:

» SOG-010: Lack of enforced change approvals and rollbacks increases the chance that code integrity
failures propagate and persist in production.

Recommended Actions

» Mandate automated security and regression testing in Cl for all production-bound branches with
blocking policies for security findings. (Effort: 12-16 weeks)
Blocking security gates prevent vulnerable code from progressing to production and reduce escape incidence

drastically.

» Enforce signed releases and require peer-reviewed release approvals with automated artifact integrity
checks. (Effort: 6-10 weeks)
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Release signing and integrity verification prevent tampered artifacts from reaching production and improve traceability.

« Measure and report escape rates and remediation SLAs to engineering leadership monthly to drive
continuous improvement. (Effort: 4-6 weeks)

Metrics focus investment and accountability on reducing escapes and improving pipeline quality.

Source Code Exfiltration

Priority: Critical Likelihood: 100 Impact: 100 Trend: | Worsening Controls: Weak [FS-004]

High near-miss and event counts combined with repository protection gaps make source code exfiltration

both likely and materially impactful; exfiltration risks competitive harm and downstream production compro-
mise so repository hardening and DLP for code assets are urgent.

Calibration Note: confirmed based on near-miss evidence and repository access patterns indicating

elevated probability and material impact potential.

Organizational Readiness

o Overall Readiness: JLHECELIEIGH — Inadequate readiness: active exfiltration risk combined with
weak repository protections demands immediate hardening and monitoring to prevent IP loss and
production compromise.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perceptions match evidence
showing high likelihood and Major impact, indicating the organization recognizes the seriousness of
code exfiltration.

» Control Maturity: m (Trend: Worsening)
o Repository protections and DLP for code are incomplete
o Access recertification and credential hygiene not uniformly enforced

 Strategic Alignment: m — Modernization plans include controls that address exfiltration but
require prioritized deployment and tailored DLP for code to be effective.

Strategic Context

Related Risks:

« SR-001: Source code exfiltration exacerbates foundational data governance and protection
shortcomings affecting IP and sensitive datasets.
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Addressed By Programs:

« PROG-005: Security modernization including access controls and DLP capabilities reduces exfiltration
risk when implemented across code repositories.

Exacerbated By Gaps:

» SOG-011: Inconsistent data classification and protection controls across datasets allow code assets
to be accessed and transferred without consistent controls.

Recommended Actions

» Enforce strong repository access controls, require MFA for repo access and implement periodic
access reviews with automated recertification. (Effort: 8-12 weeks)

Hardening access reduces unauthorized extraction vectors and narrows the window for exfiltration.

» Deploy DLP measures tailored for code assets and log all large repository exports with automated
alerts. (Effort: 10-14 weeks)

DLP for code identifies unusual extraction patterns and enables rapid investigation to stop exfiltration in progress.

» Limit external collaborator access and require signed contracts and short-lived credentials for third-
party contributors. (Effort: 6-10 weeks)

Reducing persistent external access lowers exfiltration pathways from third-party accounts and tools.

Supply-chain Disruption

Priority: High Likelihood: 100 Impact: 100 Controls: Weak [FS-005]

Concentrated supplier dependencies increase likelihood and elevate impact beyond baseline because pre-

vious incidents produced Major outcomes and the business model relies on third-party delivery of products
and services. Evidence shows repeated supplier issues and revenue sensitivity.

Calibration Note: adjusted upward based on event recurrence and revenue concentration evidence
indicating higher probability and impact.

Organizational Readiness

o Overall Readiness: m — Emerging readiness: awareness is reasonable but control
maturity is weak and strategic programs are not yet delivering operational reduction in exposure.
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» Risk Awareness: m (Gap: 12%, Learning priority: Low) — Team recognizes impact from past
incidents but underestimated current likelihood given recurring supplier events and concentration.

- Control Maturity: {24 (Trend: Stable)

o No formal Tier2/3 mapping documented to date with high event counts

o Limited alternative sourcing agreements in place across critical categories

« Strategic Alignment: m — Planned vendor and supply programs will address root causes but
are not yet operational, leaving an interim exposure window.

Strategic Context

Related Risks:

» SR-003: Supply-chain disruption directly manifests the strategic supply chain vulnerability risk.

Addressed By Programs:

« PROG-012: Provides vendor risk practices that partially reduce supplier concentration exposure.

Exacerbated By Gaps:

» SOG-009: Limited Tier 2/3 visibility prevents early detection of upstream failures.

Recommended Actions

» Map Tier2/3 dependencies for top critical components immediately and publish an at-risk supplier
register. (Effort: 8-12 weeks)

Dependency mapping yields early warning and prioritizes supplier diversification efforts.

» Establish 90-day safety stock for top components until alternative suppliers are qualified. (Effort: 4-6
weeks)

Inventory buffers reduce immediate revenue exposure while strategic sourcing executes.

« Run a supplier disruption tabletop exercise focused on Asia-Pacific scenarios within 60 days. (Effort:
2-3 days)

Exercises reveal operational decision points and supplier-switch timelines under stress.

Product/Service Quality Defects

Priority: High Likelihood: 75 Impact: 100 Trend: | Worsening Controls: Weak [FS-006]
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High near-miss volumes and product complexity increase likelihood of recurring defects, and impacts can
scale to Major for Mid-Market and Enterprise customers given contractual penalties and churn risks shown
in evidence sources.Quality control weaknesses are evident.

Calibration Note: impact adjusted upward to Major due to product criticality and historical Major

events in similar contexts.

Organizational Readiness

o Overall Readiness: m — Emerging readiness: moderate awareness but weak controls and
program execution gaps leave product quality as a high-priority remediation area for customer
retention and contractual compliance.

+ Risk Awareness: m (Gap: 0%, Learning priority: None) — Team understood defect likelihood but
substantially underestimated impact for key customer segments given contractual exposure.

» Control Maturity: m (Trend: Worsening)
o Release processes lack uniform automated testing across pipelines
o Change approval is inconsistent in production environments

» Strategic Alignment: m — Pipeline and QA recommendations exist but require execution to
materially reduce defect escapes into production.

Strategic Context
Related Risks:

» SR-014: Defects reflect gaps in development pipeline security and release controls covered by the
strategic development pipelines risk.

Addressed By Programs:

» PROG-005: Improvements to release controls and testing reduce escapes and production defects

when applied to engineering pipelines.

Exacerbated By Gaps:

» SOG-010: Inconsistent change approval and configuration baselines increase chance that defects

reach production.
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Recommended Actions

» Standardize release gating with automated QA and security tests across top 3 pipelines. (Effort: 8-12
weeks)

Uniform pipeline gates reduce escapes and lower production defect likelihood by catching issues pre-release.

 Introduce trend dashboards for defect root-cause analysis and require corrective action plans for
repeat failure modes. (Effort: 6-8 weeks)

Data-driven remediation prevents recurrence and targets weakest subsystems for investment.

» Conduct focused supplier quality audits for components with recurring defects to remove external

defect sources. (Effort: 6-10 weeks)

External suppliers contribute to product defects; audits reduce external quality variability.

Payment-Processing Failure

Priority: High Likelihood: 25 Impact: 100 [FS-007]

Although payment systems rarely fail, historical worst-case outcomes show payment outages can be cat-

astrophic for cashflow and contractual obligations given the revenue scale. Evidence supports upgrading
the impact to Catastrophic for planning purposes.

Calibration Note: impact adjusted upward to Catastrophic reflecting worst-case historical outcomes
and financial context evidence.

Organizational Readiness

» Overall Readiness: — Developing readiness: low probability but very high impact
warrants prioritized containment and tested recovery plans to protect cashflow and contractual

standing.

» Risk Awareness: (Gap: 50%, Learning priority: High) — Team underestimated impact of
payment failures in financial and contractual terms despite low frequency, indicating a sizable

perception gap.
» Control Maturity: (Trend: Stable)
o Payment systems are isolated but require tested continuity plans
o Reconciliation processes exist though external audit cadence is inconsistent

» Strategic Alignment: m — Financial control and resilience programs provide partial mitigation
but dedicated payment continuity actions are needed immediately.
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Strategic Context

Related Risks:

» SR-006: Payment-processing failures tie to broader financial control and disclosure weaknesses

noted in the strategic risks.

Addressed By Programs:

« PROG-005: Infrastructure hardening and isolation reduce systemic payment-processing exposure.

Exacerbated By Gaps:

» SOG-006: Inconsistent backup and restore verification for payment systems increases risk of
prolonged outage and recovery uncertainty.

Recommended Actions

« Isolate payment-processing environment with hardened, monitored infrastructure and documented
emergency procedures. (Effort: 6-10 weeks)

Isolation limits blast radius and speeds targeted recovery for payment systems to preserve cashflow continuity.

» Perform a payment outage tabletop exercise with finance and customer-communication scenarios
within 30 days. (Effort: 2 days)

Practice reduces decision latency and clarifies recovery priorities during real outages affecting revenue recognition.

» Require periodic independent audit of payment continuity and reconciliation processes. (Effort: 8-12
weeks)

External verification provides assurance and surfaces control gaps before incidents occur.

Customer Attrition Event

Priority: High Likelihood: 100 Trend: | Worsening Controls: Weak [FS-008]

High event counts indicate customer attrition is frequent and revenue concentration around top offerings

amplifies business impact beyond trivial levels. Retention risk is operationally material given portfolio con-
centration evidence provided for top offerings.

Calibration Note: adjusted impact upward to Minor due to revenue concentration risks; likelihood

confirmed as high from event history.
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Organizational Readiness

» Overall Readiness: m — Emerging readiness: awareness is high but controls for customer
protection and retention are weak, requiring near-term tactical investment to stem revenue erosion.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — Team accurately perceives high
likelihood but underestimated impact magnitude given revenue concentration, producing a small
calibration gap on impact.

e Control Maturity: m (Trend: Worsening)
o No formal top-customer protection program documented
o Customer-health monitoring not uniformly implemented

» Strategic Alignment: M — Existing programs touch product quality but do not directly
address targeted retention for highest-revenue customers.
Strategic Context

Related Risks:

» SR-011: Attrition connects to fragmented training and low engagement that affect customer

experience and retention.

Addressed By Programs:

« PROG-012: Vendor and product quality improvements indirectly support retention by reducing
service-affecting incidents.

Exacerbated By Gaps:

» SOG-007: Inconsistent security and role-specific training increases service errors that can drive
customer dissatisfaction and attrition.

Recommended Actions

» Deploy targeted retention programs for top revenue customers including dedicated account managers
and escalation SLAs. (Effort: 6-10 weeks)

Protecting concentrated revenue sources reduces near-term churn risk while operational fixes are implemented.

 Instrument customer-health dashboards with early-warning indicators (usage drops, support tickets)
and trigger retention playbooks. (Effort: 4-6 weeks)

Detecting deterioration early enables proactive remediation and reduces churn incidence.
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» Run root-cause reviews for recent attrition events and require corrective actions within 30 days.
(Effort: 3-4 weeks)

Rapid learning from recent losses prevents recurrence and targets process or product fixes where they matter most.

Regulatory Non-Compliance Event

Priority: High Likelihood: 75 Impact: 100 Controls: Weak [FS-009]

Event history and worst-case outcomes indicate regulatory failures can escalate to Major or Catastrophic

consequences; inconsistent audit activity and legal structure increase exposure and require prioritized

remediation and governance improvement interventions.

Calibration Note: adjusted likelihood downward slightly from user overstatement while impact raised
due to enforcement history and financial exposure evidence.

Organizational Readiness

o Overall Readiness: m — Emerging readiness: regulatory exposure is material and
governance controls are underdeveloped, warranting prioritized executive action to remediate
weaknesses.

» Risk Awareness: (Gap: 25%, Learning priority: Medium) — User perceived low impact
while calibration shows high impact potential; this 25% gap signals need for executive education on
regulatory consequences.

» Control Maturity: m (Trend: Stable)
o Inconsistent audit cadence and documentation practices
o Repeated regulatory interactions in event history indicating control stress

» Strategic Alignment: m — Some programs touch compliance indirectly but no comprehensive
compliance remediation program is fully scoped and resourced.

Strategic Context

Related Risks:

» SR-006: Regulatory non-compliance is a core manifestation of the strategic disclosure and filings risk
noted in governance assessments.

Addressed By Programs:
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» PROG-012: Vendor governance improvements reduce some third-party compliance exposure but
broader compliance program required.

Exacerbated By Gaps:

» SOG-009: Lack of executive KPI reporting reduces board visibility and delays corrective action on
compliance gaps.

Recommended Actions

» Implement a quarterly regulatory compliance review with executive reporting and board oversight.
(Effort: 8-12 weeks)
Regular governance reporting reduces likelihood of repeated non-compliance by ensuring timely remediation and

executive accountability.

» Engage external compliance counsel to perform gap analysis against major applicable regulations and
produce prioritized remediation plan. (Effort: 6-10 weeks)
External assessment accelerates identification of high-risk exposures and produces authoritative remediation

sequencing.

o Standardize documentation and evidence collection for audits and enforce annual readiness
assessments with external validation. (Effort: 12 weeks)

Consistent evidence reduces audit failure risk and shortens remediation timelines when findings occur.

Regulatory Audit Failure

Priority: High Likelihood: 75 Impact: 100 Controls: Weak [FS-010]

Inconsistent audit cadence and prior audit interactions increase chance of material findings that translate to

Major remediation costs and operational constraints; evidence supports treating this as a significant gover-
nance risk requiring prioritized remediation.

Calibration Note: confirmed for likelihood and adjusted impact upward to Major based on historical

worst-case audit outcomes and financial context evidence.

Organizational Readiness

« Overall Readiness: m — Emerging readiness: governance awareness exists but controls
and audit processes need strengthening to avoid material audit failures and remediation burdens.
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» Risk Awareness: m (Gap: 0%, Learning priority: None) — User understood likelihood but
underestimated audit failure impact on remediation cost and contract access, showing an evidence-

based impact calibration gap.

« Control Maturity: {24 (Trend: Stable)

o No recent external audits reported in 12 months in evidence
o Audit evidence and documentation practices inconsistent

» Strategic Alignment: m — Some programs support documentation and vendor controls but
comprehensive audit-readiness program is not yet present.

Strategic Context

Related Risks:

« SR-010: Audit failure aligns with strategic risk of inconsistent external/internal audit activities and
reliance on unvalidated controls.

Addressed By Programs:

» PROG-012: Vendor control improvements and documentation practices partially assist audit
readiness but comprehensive audit remediation is required.

Exacerbated By Gaps:

» SOG-009: Absence of consistent executive reporting and KPI framework reduces board-level
oversight of audit remediation progress.

Recommended Actions

» Commission an external pre-audit readiness review and remediate highest-risk findings before the
next formal audit. (Effort: 8-12 weeks)
Addressing high-priority findings ahead of audit reduces failure likelihood and shortens remediation time if issues are

found.

» Standardize audit evidence collection and appoint an audit liaison to enforce documentation
completeness. (Effort: 4-6 weeks)

Consistent evidence reduces administrative failures and supports smoother audit cycles.

» Establish quarterly internal audit checkpoints with executive summaries for board review. (Effort: 12
weeks to operationalize)

Frequent oversight identifies issues early and enables proactive remediation ahead of formal audits.
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Litigation & Legal Risk

Priority: High Likelihood: 75 Impact: 100 Controls: Weak [FS-011]

Repeated legal interactions and historical Major outcomes indicate litigation is probable and impactful at

the organizational scale; legal risk requires governance-level mitigation and prioritized legal-process hard-
ening to reduce case frequency and cost.

Calibration Note: confirmed based on event history and financial context indicating sustained

litigation exposure and Major impact potential.

Organizational Readiness

o Overall Readiness: — Developing readiness: awareness and some remediation
activity exist, but centralization and proactive contract practices are needed to lower litigation
frequency and cost.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perception aligns with calibrated
risk profile, indicating good awareness of litigation exposure and impact.

o Control Maturity: m (Trend: Stable)
o Frequent legal interactions reported and limited centralized tracking
o Contract templates and legal review practices not uniformly enforced

» Strategic Alignment: m — Some program elements reduce exposure but legal operations
require dedicated governance metrics and resourcing to mitigate Major impact potential.

Strategic Context

Related Risks:

» SR-006: Litigation risk ties to regulatory and financial reporting weaknesses that expand legal
exposure.

Addressed By Programs:

» PROG-012: Contract and vendor governance improvements reduce third-party legal exposure but

broader legal program is required.

Exacerbated By Gaps:
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» SOG-009: Lack of executive KPI reporting impedes timely legal-risk prioritization and remediation
tracking.

Recommended Actions

» Strengthen contract templates with indemnity, limitation of liability and performance clauses and
require legal review for high-value contracts. (Effort: 6-10 weeks)

Contract hygiene reduces exposure to avoidable disputes and clarifies remediation responsibilities up front.

» Centralize legal matter intake and require monthly executive reporting on open legal exposures
exceeding defined thresholds. (Effort: 4-6 weeks)

Centralization improves visibility and enables strategic handling of material cases to limit cost and reputational harm.

» Invest in pre-emptive dispute resolution training for commercial teams to reduce contract
misinterpretation and late escalations. (Effort: 6 weeks)

Operational training reduces friction points that often lead to litigation, lowering frequency over time.

Workplace Misconduct Claims

Priority: High Likelihood: 100 Impact: 100 Trend: | Worsening Controls: Weak [FS-012]

High near-miss and event reporting indicates workplace misconduct is both frequent and material, produc-

ing Major impacts via legal and reputational channels; evidence supports prioritizing HR process, reporting
and remediation capability investments to reduce recurrence.

Calibration Note: confirmed given high near-miss counts and historical Major outcomes in the
evidence set, no adjustment recommended.

Organizational Readiness

+ Overall Readiness: m — Emerging readiness: awareness is high but controls and
processes are weak, requiring immediate HR governance and reporting interventions to reduce legal
and reputational exposure.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User assessment aligns with
calibration, indicating clear awareness of frequency and impact of misconduct claims.

» Control Maturity: m (Trend: Worsening)
o High near-miss reporting for HR incidents and inconsistent investigation cadence

o Limited centralized HR case management and remediation tracking
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» Strategic Alignment: m — Existing programs do not directly address HR reporting and
remediation capacity at scale; targeted HR governance program required.

Strategic Context

Related Risks:

« SR-011: Workplace misconduct links to strategic risk regarding fragmented training and low
participation that reduce preventive coverage.

Addressed By Programs:

« PROG-012: HR-related policy standardization within vendor and operational programs can help but
targeted HR governance program is required.

Exacerbated By Gaps:

» SOG-007: Irregular training and inconsistent reporting channels allow misconduct to recur and
escalate before remediation.

Recommended Actions

» Implement anonymous reporting channels, defined investigation SLAs and an HR case-management
system. (Effort: 8-12 weeks)
Structured intake and timely investigation reduce recurrence and legal escalation by ensuring consistent remediation

and documentation.

» Roll out mandatory code-of-conduct training with quarterly refreshers for all employees and managers.
(Effort: 6-8 weeks)

Training reduces misconduct incidence and clarifies acceptable behavior and escalation paths.

» Report misconduct metrics and remediation progress to executive leadership quarterly to ensure
accountability. (Effort: ongoing)

Executive oversight drives resource prioritization for HR remediation and cultural change efforts.

Third-Party Compromise

Priority: High Likelihood: 75 Impact: 100 Controls: Weak [FS-013]
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Third-party incidents have produced Major operational impacts historically; vendor monitoring gaps and
supplier access to systems increase likelihood and impact, so vendor risk management enhancements are

a priority mitigation lever per evidence sources.

Calibration Note: confirmed for impact and likelihood given documented third-party incidents and
monitoring gaps in evidence.

Organizational Readiness

o Overall Readiness: m — Emerging readiness: awareness present but controls and
monitoring are insufficient to prevent or detect third-party compromise quickly without program
acceleration.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — Assessment aligns with evidence
indicating awareness of third-party compromise risk and its operational consequences.

» Control Maturity: m (Trend: Stable)
o Vendor monitoring coverage is limited and onboarding lacks standardized security assessments
o Access recertification for vendors is infrequent for high-risk suppliers

» Strategic Alignment: m — Vendor program exists in planning/execution phases but requires

staffing and tooling to deliver continuous monitoring and enforcement.

Strategic Context

Related Risks:

» SR-001: Third-party compromise is a direct manifestation of vendor dependency strategic risk.

Addressed By Programs:

» PROG-012: Vendor risk management enhancements address assessment frequency, monitoring, and
contractual security requirements to reduce this scenario's likelihood and impact.

Exacerbated By Gaps:

» SOG-008: Lack of standardized vendor onboarding and continuous monitoring creates blind spots
where supplier compromise can go undetected.
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Recommended Actions

» Enforce mandatory security attestations and SOC reports for vendors with system access and perform
targeted on-site assessments for top-tier suppliers. (Effort: 8-12 weeks)

External attestations and targeted assessments reduce blind windows and verify supplier controls for sensitive access.

» Integrate vendor telemetry into detection systems and require timely alerting of anomalous supplier
activity. (Effort: 10-14 weeks)

Continuous monitoring reduces detection latency for supplier-originated compromise events.

 Prioritize vendor access reviews quarterly for vendors with privileged access to production systems.
(Effort: 4-6 weeks per cycle)

Regular recertification reduces entitlement creep and limits supplier access that could propagate compromise.

DDoS & Availability Attacks

Priority: High Likelihood: 100 Trend: | Worsening [FS-014]

Frequent near-miss and event reports indicate availability attacks are common; though often contained,

prolonged degradation can cause customer-impacting SLA breaches and downstream operational costs if
not actively mitigated and tested as evidenced.

Calibration Note: confirmed high likelihood with impact raised modestly to Minor due to customer
and SLA consequences in documented events.

Organizational Readiness

» Overall Readiness: — Developing readiness: frequent attacks are recognized and
partially mitigated, but telemetry gaps and inconsistent testing leave customer-impact risk that should
be actively reduced.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User correctly identified frequent
attacks but underestimated their customer-impactful consequences in some documented events.

o Control Maturity: (Trend: Worsening)
o Mitigations exist and usually contain attacks but failover and mitigation testing is inconsistent
o SOC coverage exists but telemetry gaps reduce coordinated response effectiveness

« Strategic Alignment: m — SOC and network hardening plans address many issues but
require accelerated telemetry consolidation and exercise cadence to meet threat frequency.
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Strategic Context

Related Risks:

« SR-003: Availability attacks complicate centralized monitoring and detection capabilities cited in

strategic risks.

Addressed By Programs:

» PROG-005: Network and SOC enhancements within modernization plans aim to improve detection
and mitigation for availability threats.

Exacerbated By Gaps:

» SOG-005: Lack of uniform EDR coverage and telemetry forwarding reduces coordinated detection

and response to availability attacks.

Recommended Actions

» Engage DDoS mitigation services for public-facing endpoints and validate failover routing regularly.
(Effort: 4-6 weeks)

External mitigation and practiced failover reduce customer-impacting degradation during sustained attacks.

« Integrate availability attack scenarios into quarterly SOC exercises and update playbooks accordingly.
(Effort: 2-3 days per quarter)

Testing operational response reduces recovery time and improves customer communication during attacks.

« Ensure telemetry from edge and network devices is centralized into detection tooling with alerting
thresholds for attack indicators. (Effort: 8-12 weeks)

Centralized telemetry improves detection speed and enables coordinated mitigation steps across teams.

Backup & Restore Failures

Priority: High Trend: 1 Improving [FS-015]

Backup failures historically caused limited data loss with recoverable outcomes, but inconsistent documen-

tation and testing increase the chance that isolated failures become larger incidents; evidence indicates

restore procedures are present but need verification across systems.

Calibration Note: confirmed based on evidence of generally effective restores but identified
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documentation and testing inconsistencies.

Organizational Readiness

» Overall Readiness: — Developing readiness: backups work in many cases but

inconsistent testing and documentation require prioritized operationalization to ensure recoverability
across critical systems.

» Risk Awareness: (Gap: 0%, Learning priority: None) — User assessment aligns with
evidence that backups generally work but need consistent testing and documentation to ensure
reliability.

» Control Maturity: (Trend: Improving)

o Restore exercises have occurred but lack consistent cadence and independent verification
o Backup processes exist but documentation and verification vary by system

» Strategic Alignment: m — Modernization programs include immutable backups and

verification, but interim protocols and documentation need enforcement until full implementation.
Strategic Context
Related Risks:

« SR-007: Backup and restore control weaknesses manifest the strategic cyber resilience risk regarding
recovery capability.

Addressed By Programs:

» PROG-005: Immutable backup and restore verification in modernization plans directly address restore
failure risk when implemented.

Exacerbated By Gaps:

» SOG-006: Lack of consistent documentation and tested restoration verification creates uncertainty
about recoverability during major incidents.
Recommended Actions

» Mandate quarterly restore validation tests for critical systems with independent verification and
retention of test artifacts. (Effort: 6-8 weeks to operationalize)

Regular restore testing proves recoverability and identifies gaps before real incidents occur.
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« Document backup configuration, retention, and recovery steps centrally and require sign-off on
recovery playbooks for critical apps. (Effort: 4-6 weeks)

Clear documentation speeds recovery and reduces missteps during high-stress restore operations.

» Implement offline or immutable backup protections for highest-value datasets while modernization
completes. (Effort: 4-8 weeks)

Air-gapped or immutable copies provide interim protection against backup-targeted encryption or corruption.

Operational Downtime

Likelihood: 25 [FS-016]

Infrastructure redundancy reduces outage probability but B2B SLAs and service-dependency increase

business impact beyond trivial levels, so impact is modestly higher than baseline evidence indicates for
service disruptions affecting contracted customers.

Calibration Note: impact adjusted upward to reflect SLA sensitivity and revenue model evidence
while likelihood remains low.

Organizational Readiness

» Overall Readiness: — Developing readiness: infrastructure reduces likelihood but
controls and processes need improvement to limit SLA impact and speed recovery for customers.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — Team correctly assessed likelihood
but underestimated SLA-related impact slightly, reflecting operational awareness with a small

calibration gap.
» Control Maturity: (Trend: Stable)
o Redundancy and backup arrangements exist and have been tested in limited scope
o Monitoring is present but lacks SLA-aligned alerting

» Strategic Alignment: m — Existing resilience initiatives help but BC/DR documentation and
execution need reinforcement to meet contractual obligations.

Strategic Context

Related Risks:
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« SR-010: Operational downtime consequences align with strategic risk regarding inconsistent external
audit and controls that affect uptime reporting.

Addressed By Programs:

« PROG-005: Infrastructure resilience and monitoring improvements would reduce impact and shorten

recovery windows.

Exacerbated By Gaps:

« SOG-001: Incomplete BC/DR documentation and irregular testing increase recovery uncertainty and
SLA breach risk.

Recommended Actions

» Document recovery runbooks for critical services and test quarterly with SLA-focused scenarios.
(Effort: 6-8 weeks)
Runbooks reduce time-to-recover and clarify roles for SLA compliance during incidents.

» Instrument SLA monitoring and alerting tied to customer communications procedures. (Effort: 4-6
weeks)
Early detection and automatic notification reduce customer impact and contractual exposure.

 Verify multi-site failover paths and perform a tabletop that includes vendor failover steps. (Effort: 2-3
days)

Validates technical and vendor coordination under outage conditions to avoid surprise gaps.

Liquidity Shortfall

Likelihood: 25 Impact: 100 [FS-017]

Liquidity events are low probability in near term given improving revenue trend, but historical worst-case

scenarios demonstrate Catastrophic potential, so impact planning should treat such events as high conse-

quence even if unlikely based on evidence.

Calibration Note: impact adjusted upward to reflect worst-case historical consequences even though
likelihood remains low per financial metrics evidence.
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Organizational Readiness

» Overall Readiness: — Developing readiness: financial posture reduces near-term
probability but catastrophic impact potential requires board-level contingency planning and stress-
testing.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — Team correctly perceives low
likelihood but did not fully account for catastrophic impact potential, indicating a perception gap on
impact severity.

» Control Maturity: (Trend: Stable)
o Improving revenue trend and standard cash controls exist
o No immediate covenant breaches reported but contingency lines are limited

» Strategic Alignment: m — Financial controls partially mitigate liquidity exposure but proactive
contingency instruments are recommended to close residual risk.

Strategic Context
Related Risks:

« SR-006: Liquidity shortfalls link to broader financial control and disclosure weaknesses that increase
exposure to cashflow shocks.

Addressed By Programs:

« PROG-005: Operational resilience and financial controls within broader modernization can help
reduce duration and impact of liquidity events.

Exacerbated By Gaps:

« SOG-001: Incomplete BC/DR planning can exacerbate cashflow shocks by delaying operational
recovery and collection processes.

Recommended Actions

» Maintain rolling 90-day cash forecasts with executive review and establish a contingency credit facility
or standby liquidity line. (Effort: 4 weeks)
Proactive liquidity planning reduces the risk that rare events become existential by providing immediate options to

bridge gaps.

VeloRisk.io 71 CONFIDENTIAL AND PROPRIETARY



» Enforce tighter receivables collection for top customers and require weekly cash position reporting
until buffers are rebuilt. (Effort: 2-4 weeks)

Operational cash preservation reduces sensitivity to transient payment-processing or customer disruptions.

o Stress-test cashflow under multiple disruption scenarios and report results to the board with

remediation options. (Effort: 6 weeks)

Board-level visibility on worst-case liquidity scenarios supports timely funding decisions if required.

Major Fraud Loss

Likelihood: 75 Impact: 75 [FS-018]

Past fraud incidents produced measurable losses but not systemic failure; evidence suggests fraud risk is

present but not pervasive, making detection and transaction monitoring the highest-value levers to reduce
recurrence and loss magnitude quickly.

Calibration Note: likelihood reduced slightly from user estimate given event counts and limited near-
miss history; impact retained as Moderate based on financial scale evidence.

Organizational Readiness

« Overall Readiness: — Developing readiness: detection exists but preventive controls
and training need strengthening to reduce likelihood and financial loss magnitude from fraud.

» Risk Awareness: (Gap: 25%, Learning priority: Medium) — User rated likelihood higher
than calibrated value, indicating a moderate perception gap that favors conservative controls
orientation.

» Control Maturity: (Trend: Stable)

o Past fraud events detected and contained indicating some detection capability

o Lack of comprehensive transaction monitoring and role-based controls limits preventive
coverage

» Strategic Alignment: m — Planned security upgrades will help but targeted fraud detection
investments are needed to materially lower recurrence.

Strategic Context

Related Risks:
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o SR-017: Fraud losses connect to orchestration and monitoring cadence issues in transaction
monitoring and fraud detection.

Addressed By Programs:

« PROG-005: Security modernization improves detection capabilities that help detect fraud indicators

earlier.

Exacerbated By Gaps:

« SOG-007: Inconsistent training and weak transaction monitoring increase susceptibility to social
engineering and operational fraud.

Recommended Actions

» Deploy targeted transaction monitoring for high-value flows and implement automated anomaly
detection rules. (Effort: 8-12 weeks)

Automating detection reduces time-to-detect and limits fraud loss magnitude for material transactions.

« Institute role-specific anti-fraud training for finance and customer-facing teams with quarterly
refreshers. (Effort: 6-8 weeks)

Operational training reduces susceptibility to social engineering and procedural bypasses used in fraud.

» Conduct an external fraud risk assessment to identify systemic control weaknesses and remediation
priorities. (Effort: 6-10 weeks)

Independent review provides prioritized roadmap for controls that reduce recurrence and financial exposure.

Training & Competency Gaps

Controls: Weak [FS-019]

Inconsistent training and onboarding cadence produce operational friction and rework that is recoverable
but repetitive; evidence supports continuing targeted role-specific training to reduce error rates and opera-
tional delays across product and support functions.

Calibration Note: confirmed based on event counts and workforce indicators showing ongoing
training needs and moderate impact.
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Organizational Readiness

« Overall Readiness: — Developing readiness: awareness and partial programs exist
but operational consistency and measurement are required to mature competency controls across
functions.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perception aligns with calibrated
assessment indicating clear awareness of training shortcomings and appropriate impact expectations.

« Control Maturity: m (Trend: Stable)
o Training programs are fragmented and participation is low in some functions
o No uniform measurement of time-to-proficiency for new hires

» Strategic Alignment: m — Some training actions are included in modernization plans but
require standardization and measurement to be effective across the organization.
Strategic Context

Related Risks:

» SR-011: Fragmented training programs align with the training strategic risk that influences employee
competence and control effectiveness.

Addressed By Programs:

« PROG-005: Security and operational training elements in modernization programs partially address
competency gaps.

Exacerbated By Gaps:

» SOG-007: Irregular role-specific training increases the likelihood of procedural errors and operational
delays.

Recommended Actions

» Deploy standardized role-specific onboarding and quarterly refresher training for technical and
customer-facing staff. (Effort: 8-12 weeks)

Consistent training reduces operational errors and rework, improving service delivery and control adherence.

 Introduce competency metrics into performance reviews for high-risk roles to incentivize skills
maintenance. (Effort: 4-6 weeks)

Linking training to performance ensures uptake and reduces skill atrophy over time.
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» Measure training effectiveness by tracking post-training error rates and time-to-proficiency for new
hires. (Effort: 6-8 weeks)

Data-driven training optimization focuses investment where it reduces operational friction most efficiently.

Labor Disruption

Likelihood: 75 m [FS-020]

Event evidence shows labor tensions produce localized operational issues but not extended stoppages;

workforce size and contingency staffing mitigate systemic disruption but near-term probability is plausible

given recent indicators of workforce sentiment.

Calibration Note: likelihood adjusted upward to Possible based on event and near-miss counts;

impact remains Insignificant in most documented cases.

Organizational Readiness

» Overall Readiness: — Developing readiness: probable but typically contained labor
events; strengthen HR processes and contingency staffing to keep disruptions localized and short-

lived.

» Risk Awareness: (Gap: 25%, Learning priority: Medium) — User overestimated likelihood
relative to calibration but evidence supports elevated possibility; small perception gap exists on
probability.

» Control Maturity: (Trend: Stable)

o Contingency staffing and temporary measures have contained past disruptions
o HR governance lacks uniform escalation triggers across sites

» Strategic Alignment: m — Operational programs include contingency elements but HR
engagement and formal escalation protocols need strengthening to reduce escalation risk.

Strategic Context

Related Risks:

» SR-019: Labor disruption effects are linked to concentrated responsibilities and lack of documented
deputies that exacerbate operational friction.

Addressed By Programs:
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» PROG-005: Operational continuity and HR engagement elements reduce escalation risk from

workforce disputes.

Exacerbated By Gaps:

» SOG-007: Inconsistent HR processes and limited engagement amplify risk that localized disputes

escalate.

Recommended Actions

» Increase employee engagement forums and implement early-warning metrics for workforce sentiment
and turnover. (Effort: 6-8 weeks)

Proactive engagement reduces likelihood of escalation into formal labor actions and identifies issues early.

» Document contingency staffing plans for critical production lines and cross-train adjacent teams.
(Effort: 8-12 weeks)

Cross-training reduces operational impact of short-term labor absences or limited disruptions.

» Establish escalation protocols for HR issues that could affect operations and include executive
notification thresholds. (Effort: 4 weeks)

Clear escalation reduces decision latency and ensures rapid executive intervention when needed.

Insider Threat Incidents

[FS-021]

Insider incidents are present at low frequency but can impose localized operational and reputational costs;
evidence indicates limited incidents to date with access governance partially mitigating broader exposure

when applied consistently across workforce.

Calibration Note: impact elevated slightly to Minor reflecting potential for measurable harm even
from localized insider misuse as supported by evidence.

Organizational Readiness

e Overall Readiness: — Developing readiness: incidence is low but governance gaps
create potential for localized impact; prioritized access governance reduces this exposure effectively.

» Risk Awareness: (Gap: 25%, Learning priority: Medium) — User underestimated potential
impact of insider misuse; evidence suggests minor but material impact is plausible, indicating a
modest learning need.
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» Control Maturity: (Trend: Stable)
o Some privileged account controls documented but enforcement is inconsistent

o MFA and recertification not uniformly applied across critical systems

« Strategic Alignment: m — Planned access governance initiatives will reduce insider risk but
require accelerated enforcement and monitoring to be effective.

Strategic Context

Related Risks:

» SR-004: Insider threat maps to strategic risk about fragmented access governance and entitiement
drift.

Addressed By Programs:

« PROG-005: Security modernization includes aspects of access governance that reduce insider
exposure over time.

Exacerbated By Gaps:

» S0OG-002: Weak privileged access controls and inconsistent recertification increase insider misuse

risk and prolong detection.

Recommended Actions

» Implement centralized access recertification for privileged accounts and enforce MFA for all privileged
access. (Effort: 8-12 weeks)

Reducing entitlement drift and strengthening authentication lowers the chance and impact of insider misuse.

» Deploy user-behavior analytics for high-risk systems to detect anomalous insider activity patterns.
(Effort: 12-16 weeks)

Behavioral detection reduces time-to-detect insider misuse and triggers timely investigations.

» Enforce least-privilege policies and document role-based access rules to reduce discretionary owner-
driven entitlements. (Effort: 10-14 weeks)

Standardized RBAC reduces ad hoc permission grants that enable insider risk escalation.
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System Misconfiguration Outage

Likelihood: 75 m [FS-022]

Misconfigurations occur periodically and have produced short-lived outages; redundancy and rollback pro-

cesses limit impact per evidence, but automation of configuration and stricter change controls will reduce
frequency and operational burden further.

Calibration Note: confirmed based on historical quick remediation and rollback capability evidence

with moderate near-miss counts.

Organizational Readiness

o Overall Readiness: — Developing readiness: controls limit impact but automation and
change-control enforcement will reduce occurrence and operational burden further when
implemented.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User perception aligns with calibration
showing shared understanding of frequency and contained impact for misconfigurations.

o Control Maturity: (Trend: Stable)
o Rollback and redundancy processes are in place and have limited past outage impact
o Automation and enforcement of change control are incomplete
» Strategic Alignment: m — Process and tooling improvements in modernization plans will
reduce misconfigurations, but enforcement and automation require prioritization.
Strategic Context

Related Risks:

« SR-020: Misconfiguration frequency ties to lack of KPls and centralized dashboards that guide
operational improvement.

Addressed By Programs:

» PROG-005: Automation and runbook standardization within modernization plans reduce configuration

error rates when implemented.

Exacerbated By Gaps:
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» SOG-010: Inconsistent change approval and configuration baselines increase misconfiguration

incidence and recovery time.

Recommended Actions

» Implement infrastructure-as-code and automated configuration testing with pre-deployment validation.
(Effort: 10-14 weeks)

Automation reduces human error and enforces consistent baselines across environments.

» Require change approvals and rollback plans for all production changes with periodic audits of
enforcement. (Effort: 6-8 weeks)
Formalized change control decreases inadvertent production misconfigurations and speeds recovery when issues

occur.

» Track misconfiguration incidents by cause and report trends monthly to operations leadership for
targeted remediation. (Effort: 4-6 weeks)

Trend analysis directs investment to systemic causes rather than individual fixes.

Credit Default

Credit defaults occur occasionally and impact is limited given client diversification; evidence supports
retaining Minor impact and Unlikely to Possible likelihood, with continued credit monitoring recommended

to prevent trend deterioration into material exposures.

Calibration Note: confirmed with small downward adjustment in likelihood based on diversification

evidence and historic event counts.

Organizational Readiness

« Overall Readiness: — Developing readiness: controls limit impact and probability but
require better executive KPIs and proactive monitoring to remain effective long-term for credit

exposures.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User slightly overestimated likelihood;
calibration reflects diversification and existing monitoring that lower near-term probability.

» Control Maturity: (Trend: Stable)

o Credit controls and monitoring exist though not fully automated
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o Customer concentration is monitored periodically but thresholds could be tightened

» Strategic Alignment: m — Financial monitoring programs reduce risk but require stronger KPI

enforcement and executive escalation triggers.

Strategic Context

Related Risks:

« SR-005: Credit defaults relate to assessment remediation velocity and monitoring controls that

influence exposure management.

Addressed By Programs:

« PROG-005: Financial controls and monitoring reduce default detection lag and support collections.

Exacerbated By Gaps:

» SOG-009: Lack of executive KPI framework can delay timely credit-risk escalation for troubled

accounts.

Recommended Actions

« Maintain credit scoring for new and existing customers and require monthly review for at-risk
accounts. (Effort: 4 weeks)

Ongoing monitoring reduces surprise defaults and enables early remediation or contract adjustments.

» Tighten payment terms for new clients with limited credit history while preserving strategic
relationships through staged onboarding. (Effort: 2-4 weeks)

Reduces exposure to initial customer defaults without wholesale disruption to sales pipeline.

» Report aging and concentration metrics to finance leadership monthly with thresholds for escalation.
(Effort: 2-3 weeks)

Timely executive visibility prevents small credit issues from escalating into larger losses.

Key-Person Departure

Documented succession pipelines and hiring volumes reduce long-term impact, but evidence shows depar-

tures increase short-term friction; probability is higher than Rare due to ownership concentration and role-

specific dependencies noted in evidence sources.
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Calibration Note: likelihood adjusted upward slightly based on event counts; impact retained as
Insignificant due to mitigating structures and hiring pipelines.

Organizational Readiness

» Overall Readiness: — Developing readiness: succession and retention practices exist
but need standardization to reduce likelihood and transient operational friction from departures.

» Risk Awareness: (Gap: 25%, Learning priority: Medium) — User underestimated
likelihood given turnover data; small gap indicates need for targeted succession awareness.

» Control Maturity: (Trend: Stable)
o Hiring pipelines and documented procedures exist
o Knowledge transfer practices are inconsistent across divisions

» Strategic Alignment: m — Operational programs include onboarding and documentation
elements but formal succession program is not fully implemented.

Strategic Context
Related Risks:

» SR-019: Single-person dependencies map to strategic risk about concentration of responsibilities in
primary owners.

Addressed By Programs:

 PROG-005: Operational documentation and onboarding improvements reduce single-person
dependency impacts.

Exacerbated By Gaps:

« SOG-007: Inconsistent training and documentation practices make replacements slower and less
effective.
Recommended Actions

» Document deputies and critical-task step-down procedures for all executive and technical single-point
roles. (Effort: 4-6 weeks)

Formal deputies reduce disruption and accelerate recovery when key staff depart.
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« Implement targeted retention incentives and knowledge-transfer schedules for top 10 critical roles.
(Effort: 8-12 weeks)
Focused retention reduces turnover probability where impact would be highest and complements succession

documentation.

» Maintain updated candidate pipelines for critical roles with cross-training plans. (Effort: ongoing)

Reduces time-to-fill and preserves institutional knowledge when departures occur.

Cloud Provider Outages

Likelihood: 25 [FS-025]

Multi-region architecture and prior constrained outage recovery indicate cloud-provider outages are rare

and have limited business impact when failover is configured; periodic validation of failover remains impor-
tant to ensure continued resilience per evidence.

Calibration Note: confirmed low likelihood with minor impact given evidence of multi-region
deployments and past constrained outage impact.

Organizational Readiness

» Overall Readiness: — Developing readiness: architecture reduces impact but
provisioning drift and lack of regular failover tests require continued attention to maintain resilience.

» Risk Awareness: m (Gap: 0%, Learning priority: None) — User and calibration align showing
appropriate understanding of cloud outage likelihood and constrained impact given architecture.

» Control Maturity: (Trend: Stable)
o Multi-region deployments and constrained past outage impacts
o Provisioning drift and template enforcement are incomplete

» Strategic Alignment: m — Cloud hardening programs will improve resiliency, though
governance of provisioning templates needs attention to avoid future failover failures.

Strategic Context

Related Risks:

» SR-012: Cloud provisioning inconsistency can increase sprawl and complicate failover tests which
relate to cloud outage resilience.
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Addressed By Programs:

» PROG-005: Cloud architecture and failover practices in modernization programs improve recovery

assurance when executed.

Exacerbated By Gaps:

» S0OG-010: Inconsistent provisioning and drift can impair failover effectiveness if not remediated,
increasing outage impact.

Recommended Actions

» Schedule annual multi-region failover tests for critical services with post-exercise remediation tracking.
(Effort: 6-8 weeks per test cycle)

Regular validation ensures failover paths work and reveals provisioning drift that must be fixed.

» Enforce policy-driven templates for cloud provisioning to reduce drift and improve failover
predictability. (Effort: 8-12 weeks)

Policy templates reduce sprawl and ensure consistent recovery configurations across regions.

» Monitor cloud-provider status and build automated routing rules to shift traffic away from degraded
regions during incidents. (Effort: 4-6 weeks)

Automated routing reduces manual coordination time and customer-impact during provider outages.
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Prioritization

Each risk, program, and organizational gap is scored across four dimensions. Severity reflects inherent risk
based on raw likelihood and impact — this label is consistent across the entire report. Return on invest-
ment measures expected risk reduction relative to estimated implementation cost. Network centrality mea-
sures how many other items depend on or are enabled by this one — high-centrality items unblock the
most downstream work. Confidence reflects the strength and clarity of the supporting evidence, and is used
to adjust ranking order: a high-severity item with low confidence may rank below a medium-severity item
with strong evidence. Items are sorted into five action categories — Highest Impact, Quick Wins, Force
Multipliers, ROI Leaders, and Critical Path — each calibrated for a different decision context.

Immediate strategic focus should be on strengthening measurement, remediation and CI/CD controls
because technical debt in pipelines and weak metrics amplify multiple high-severity failure modes and
accelerate breach risk. Data and Al governance foundations - specifically data classification, retention and
model governance - must be elevated to unlock programs that mitigate regulatory, privacy and IP-exfiltra-
tion scenarios. Vendor risk and SOC/telemetry modernization are material enablers of resilience and
should be reprioritized to reduce near-term exposure across supply-chain and exploitation scenarios. The
board should direct resources to these enabling programs and measurement capabilities to reduce cas-

cade risk and improve operational decision velocity.

TOTAL ITEMS PRIORITIZED AVERAGE CONFIDENCE NETWORK CONNECTIONS
a ] J Min Med Max
Lo : c s | [l
a7 63 84
20 risks, 17 programs, 12 gaps 14 high, 33 medium, 2 low 2.0 avg connections per item

Strategic Themes

The following strategic themes emerged from analysis and guided prioritization adjustments:

- Data & Al Governance Foundation: Strengthening data classification, encryption and model
governance unlocks controls that directly reduce privacy, consent and Al governance failures. These
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items form a coherent foundation that mitigates the highest-ranked data governance risk and reduces
regulatory and IP-exfiltration exposure across the estate [evidence_refs: SR-001, PROG-010, PROG-

011]. (ProG-010, PROG-011, SOG-011, PROG-014, SR-001)

« Operational Resilience & Patching: Hardening CI/CD pipelines, improving DevSecOps practices

and closing patching gaps address the priority scenarios related to vulnerability exploits, supply-chain
compromise and CI/CD escapes. Reinforcing this cluster reduces near-term breach likelihood and the
operational burden of large-scale remediation events [evidence_refs: FS-001, FS-002, FS-003]. (rroc-

008, PROG-009, PROG-003, SR-002)

» Measurement & Remediation: Investing in measurement, centralized remediation and business
continuity increases decision velocity and remediation throughput, which materially lowers cascade
risk from detection-to-remediation delays. This cluster addresses the cross-scenario insight that weak
metrics and capacity constraints amplify impact across multiple failure modes and supply-chain events
[evidence_refs: SR-020, PROG-005]. (sr-020, PROG-005, PROG-012, PROG-015)

Implementation Sequencing

Recommended phased approach based on effort, dependencies, and strategic value:

Phase 1: Quick Wins & Foundation

Low-effort, high-impact initiatives that build momentum

. Metrics, KPIs & Security Measurement Program

. Enterprise Documentation & Runbooks Program

. Operational Training & People Resilience Program
. Vendor & Third-Party Risk Program

Phase 2: Core Initiatives
High-priority programs requiring moderate resources
. PROGRAM |Patch, Vulnerability & Dependency Hygiene Program
PROGRAM |Enterprise Identity & Privileged Access Program

. PROGRAM |Endpoint Protection & EDR Deployment

Phase 3: Strategic Transformations

Long-term, high-effort initiatives with strategic value

. PROGRAM |SOC & Telemetry Modernization Program
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. PROGRAM |Encryption & Key Management Program

. Cloud Configuration & Provisioning Controls Program
PROGRAM |Business Continuity, DR & Resilience Program

. PROGRAM |Network Segmentation & Perimeter Controls Program

Priority Categories

Items are categorized based on multi-dimensional scoring to support different strategic objectives:

Highest Impact

Top-priority items with the greatest potential impact on organizational risk posture

ID ITEM SEVERITY CONFIDENCE ROI
Patch, Vulnerability & Dependency Hygiene Program
PROG-003 High 1.6

PROG-001  Enterprise Identity & Privileged Access Program High 1.9
s0G-001  Business Continuity & Disaster Recovery High 1.7
SR-001 Data Governance, Privacy and Consent Failures High -
S0G-002 Identity & Access Management High 1.7
SR-002 Patching and System Hardening Failure High —
PROG-002  Endpoint Protection & EDR Deployment High 1.6
SR-003 Monitoring, Detection and SOC Deficiencies High -
s0G-003  Patch, Vulnerability & Dependency Hygiene High 1.4
S0G-004 Incident Response & Crisis Management High 1.3
PROG-016 SOC & Telemetry Modernization Program + m Medium 0.6
SR-004 Identity and Access Governance Breakdown m High ==

Severity reflects inherent risk score. Items ordered by confidence-adjusted priority. 1 Low confidence # Ranking calibrated
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Force Multipliers

Highly connected items that influence multiple other strategic initiatives

ID ITEM SEVERITY CONFIDENCE ROI
SR-002  Patching and System Hardening Failure High -
SR-007 Endpoint and EDR Protection Gap m High =
SR-008 Incident Response and Resilience Fragility m Medium -

SR-001 Data Governance, Privacy and Consent Failures CRITICAL High —
SR-009  Asset and Data Inventory and Classification Deficit m Medium —

Severity reflects inherent risk score. Items ordered by confidence-adjusted priority. 1 Low confidence 1 Ranking calibrated

ROI Leaders

Initiatives with the best return on investment (impact/effort ratio)

ID ITEM SEVERITY CONFIDENCE ROI

PROG-005  Metrics, KPIs & Security Measurement Program #

PROG-001  Enterprise Identity & Privileged Access Program CRITICAL High 1.9

Medium 2.1

S0G-001 Business Continuity & Disaster Recovery CRITICAL High 1.7

PROG-007  Enterprise Documentation & Runbooks Program | PROGRAM MEDIUM Medium 1.7

S0G-002 ldentity & Access Management CRITICAL High 1.7

PROG-002  Endpoint Protection & EDR Deployment CRITICAL High 1.6
Patch, Vulnerability & Dependency Hygiene Program

PROG-003 CRITICAL High 1.6

gOE:0E"

Severity reflects inherent risk score. Items ordered by confidence-adjusted priority. 1 Low confidence 1t Ranking calibrated
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Strategic Risks

Strategic risks consolidate detailed findings into executive-level threat themes, each representing patterns
that span multiple domains or carry significant business impact. Each risk includes likelihood and impact
assessments that combine into an overall risk score, business impact analysis explaining operational and
financial consequences, and recommended actions to address the identified vulnerabilities.

Multiple systemic deficiencies concentrate around three themes: immature control automation (patching,
monitoring, remediation), people-and-process gaps (ownership, cadence, training), and weak governance
of third-party and data lifecycles. The highest-consequence exposures come from unverified hardening and
cryptographic practices that extend exploitable windows, and from incomplete disaster-recovery and
asset/data inventories that would amplify a major outage into existential business loss. Persistent weak-
nesses in measurement, audit cadence, and remediation SLAs increase residual risk because findings
accumulate faster than they are closed, and decentralized ownership and sparse automation limit the orga-
nization's ability to compress detection-to-remediation timelines.

STRATEGIC RISKS AVERAGE LIKELIHOOD AVERAGE IMPACT
— - Min Med Max Min Med Max
Lo H ¢ ] [oesEe ol sl
by priority 38 62 88 30 67 %4
Data Governance, Privacy and Consent Failures [SR-001]

Foundational data governance controls are incomplete: no technical DLP is deployed and consent
provenance for training and inference is not tracked, so data leakage and improper use of personal data
can persist undetected. Retention schedules and deletion procedures are not documented, which expands
legal discovery scope and complicates regulatory responses for technology and healthcare data sets.
Subject-rights processing and consumer-rights tooling are absent or manual, increasing the probability of
missed statutory timelines and enforcement actions. Manual classification and dynamic-masking choices
without static masking leave development and analytics environments at risk of unmasked data exposure.
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Business Impact

Data governance failures can trigger regulatory fines, costly remediation, litigation, and loss of customer
trust in regulated markets

Recommended Actions

« Create a canonical data inventory and retention schedule within 60 days and assign data owners for

high-risk datasets

« Deploy DLP and consent/case management tooling and automate subject-rights workflows within 120
days

Patching and System Hardening Failure [SR-002]

Risk: 89 Likelihood: 86 Impact: 94

The organization's patching and hardening program shows deployment activity but lacks closed-loop

verification and broad coverage, leaving many critical systems partially protected and vulnerable for
extended periods. Key management practices are similarly weak: active key rotation and rotation
monitoring are not implemented, so compromises persist until audits or incidents reveal them. Legacy code
and integration friction further slow hardening adoption and dilute remediation effectiveness, creating
repeated residual findings and higher remediation cost. Collectively, these factors increase the likelihood of
successful exploitation and lengthen remediation cycles unless automated verification, lifecycle controls,
and prioritized SLAs are instituted urgently.

Business Impact
Exploitation of unpatched systems or compromised keys could cause data breaches, regulatory
obligations, prolonged downtime, and remediation costs material to a $10M-$50M firm

Recommended Actions

» Run a 7-day emergency discovery and verification campaign to enumerate unverified patches and
secrets and produce a prioritized remediation backlog

» Deploy automated patch verification and enforce key rotation policy within 90 days with Audit evidence
routed to executive risk owners

Monitoring, Detection and SOC Deficiencies [SR-003]

Risk: 86 Likelihood: 84 Impact: 90
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Monitoring and detection capabilities are uneven: multiple inputs produce alerts but lack aggregation into a
centralized SIEM/SOAR and many telemetry sources remain decentralized, which slows correlation and
forensic timelines. The organization self-reports ineffective or absent monitoring tools and relies on manual,
batch-oriented reviews that cannot match real-time attack speed. Analyst overload is compounded by a
small primary SecOps team (3-5 staff) and high false positive rates, increasing the probability that high-risk
incidents are missed or delayed during surge conditions.

Business Impact
Delayed detection increases breach scope, remediation costs, and potential service disruption for
customers in technology and healthcare segments

Recommended Actions

« Stand up centralized log aggregation and deploy a SIEM with SOAR playbooks within 120 days to
automate triage and reduce manual correlation

» Expand SecOps staffing or outsource NOC/SOC augmentation within 90 days and implement alert-
quality KPIs to reduce false positives

Identity and Access Governance Breakdown [SR-004]

Risk: 76 Likelihood: 64 m

Access governance is fragmented: discretionary owner-driven access is used without robust RBAC or

centralized recertification, producing entitiement drift and privilege creep that complicate audits and raise
unauthorized access probability. High-assurance identity controls such as liveness checks and digital
signing are missing at origination, enabling spoofed and synthetic accounts to pass initial checks. IAM
functions are heavily outsourced for core capabilities, concentrating systemic risk in vendor providers and
amplifying business impact if a vendor outage or misconfiguration occurs. These gaps increase account
takeover, fraud losses, and regulatory exposure absent naming owners and enforcing privileged-access

lifecycles.

Business Impact

Unauthorized access and fraudulent account creation can drive financial loss, regulatory findings, and
reputational damage, with remediation effort scaling as the business grows

Recommended Actions

» Name an enterprise IAM owner and implement quarterly privileged-access recertification and break-

glass logging within 60 days
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» Require high-assurance origination controls (biometric liveness or digital signatures) for high-risk

account types within 120 days

Remediation and Closure Backlog Risk [SR-005]

Risk: 75 Likelihood: 80 Impact: 72

Assessment velocity outpaces remediation: frequent assessments combined with only partial mitigation

closure rates create a persistent backlog, and remediation playbooks and SLA enforcement are
inconsistently applied. Findings are tracked in ad-hoc artifacts (minutes, email) rather than integrated ticket
workflows, and owners are not consistently assigned, delaying closure and audit evidence collection.
Monitoring without corrective closure cycles turns detection into check-the-box activity without reducing
exposure over time. Addressing backlog and instituting enforced SLAs is required to reduce residual risk.

Business Impact

Accumulated open findings increase the chance of a material incident, amplify remediation cost, and risk

regulatory scrutiny during audits

Recommended Actions

» Publish remediation SLAs by severity and assign owners for all open high/critical findings within 14
days

« Integrate findings into a ticketing system with automated escalation and monthly closure targets and

review with executives

Regulatory Filing and Financial Controls Risk [SR-006]

Risk: 74 Likelihood: 63 Impact: 89

The organization reports repeated late filings and lacks a documented disclosure policy, producing
heightened regulatory exposure and stakeholder confidence erosion. Controls for financial data lack regular

review and data capture is rated ineffective, which increases the probability of misstatements, audit
findings, and costly remediation during external reviews. Governance without operational owners further
delays remediation and weakens audit evidence for regulators and partners. Strengthening disclosure
controls and review cadence is urgently needed to reduce enforcement risk.

Business Impact

Regulatory fines, remediation costs, and partner distrust from recurrent filing issues can materially affect

liquidity and growth plans
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Recommended Actions

» Publish a formal disclosure policy and assign a disclosure owner within 30 days and conduct a
remediation sprint for past late filings within 60 days

» Improve financial control review cadence and require evidence trails for critical financial controls within
90 days

Endpoint and EDR Protection Gap [SR-007]

Risk: 74 Likelihood: 81 Impact: 69

Endpoint defenses are incomplete: EDR is not deployed and no named EPP/EPP owner exists, producing

manual containment, limited telemetry, and slow forensic timelines that inflate incident cost and analyst
workload. Endpoint encryption and enterprise MDM/UEM are also missing, leaving data-at-rest and mobile
device populations exposed and policy enforcement inconsistent across the device estate. The
combination of tool absence and unclear ownership undermines prevention and incident response and
raises the probability of data exposure from lost devices or unmanaged mobile endpoints.

Business Impact

Longer containment and forensic times increase breach remediation cost, regulatory disclosures, and
customer trust erosion; lack of encryption and MDM elevates likelihood of data loss from device
compromise

Recommended Actions

» Appoint an Endpoint Security owner and complete an EDR procurement and deployment plan within
60 days to enable automated containment

« Mandate full-disk encryption and roll out an enterprise MDM/UEM with enforcement policies within 90
days

Incident Response and Resilience Fragility [SR-008]

Risk: 72 Likelihood: 59 Impact: 88

Formal incident plans and runbooks exist but exercises are infrequent or quarterly, leaving teams

unpracticed and increasing the chance of inconsistent responses when incidents occur. Business continuity
ownership is often concentrated in single individuals and recovery tooling is absent or manual, which raises
the likelihood that complex incidents will exceed RTO targets and produce prolonged downtime across
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multiple sites. Fragmented diagrams and integration/staffing gaps slow remediation and forensic
investigation, amplifying operational impact and regulatory exposure when notifications or continuity
obligations are triggered.

Business Impact

Prolonged outages cause direct revenue loss, customer attrition, and potential regulatory penalties;
recovery delays are especially material for healthcare or time-sensitive services

Recommended Actions

» Run cross-functional DR and crisis exercises within 30 days to validate RTO/RPO and substitute

decision authorities

» Invest in automated DR tooling (cloud backup/DRaaS) and test failover end-to-end within 90 days

Asset and Data Inventory and Classification Deficit [SR-009]

Automated data inventory and discovery are not in place and model versioning is absent, preventing
reproducible model builds and quick rollbacks after regressions or vulnerabilities are discovered. A notable
portion of assets remain outside lifecycle processes and unmanaged device populations host configuration
drift and vulnerabilities that annual audits may miss. Manual classification approaches and unclear
remediation effectiveness reduce the speed of incident containment and increase legal and compliance
timelines for data subject requests and cross-border flows. Centralized inventories and classification
frameworks are required to shorten response times and reduce regulatory exposure.

Business Impact

Slow discovery increases containment time, regulatory notification scope, and remediation cost; inability to

rollback models risks customer impact and audit friction

Recommended Actions

» Implement automated discovery and a canonical asset/data inventory within 60 days and require
model versioning for all production models

» Classify and apply protective controls to all high-risk data assets within 90 days and instrument
retention/disposal KPls
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Audit Cadence and Compliance Ownership Weakness [SR-010]

External and internal audit activities are inconsistent or absent: the organization reported no external audits

in the prior 12 months and perceives assessment processes as effective without documented recent
assessments, creating governance fragility and audit-readiness risk. Control review cadences are uneven
with many critical systems lacking formal internal controls, and compliance ownership roles are not
consistently designated, which delays remediation and complicates regulator interactions. Data capture
and reporting are rated ineffective in places, undermining the completeness of compliance evidence and
increasing remediation workload when findings arise.

Business Impact

Weak audit posture elevates likelihood of regulatory findings, increases remediation cost, and erodes
stakeholder confidence

Recommended Actions

« Commission an external compliance audit within 90 days to establish baseline evidence and
remediation plan

» Assign a named compliance owner and formalize review cadences for critical controls within 30 days

People, Training and Retention Risk [SR-011]

m Likelihood: 75 Impact: 57

Training programs are fragmented and participation is low: only a small share of employees completed

professional development or role-specific security training in the prior year, and centralized performance
and LMS tooling is absent, reducing managers' ability to coach and retain technical staff. High voluntary
departure rates concentrated in mid-tenure staff (3-5 years) further accelerate knowledge loss and increase
recruitment and onboarding costs. HR processes and data are distributed across point tools rather than a
canonical HRIS, increasing reconciliation work and operational friction that undermines employee
experience and retention.

Business Impact

Loss of mid-tenure technical staff increases hiring costs, slows delivery, and can create single-point
outages when key knowledge departs
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Recommended Actions

» Implement a centralized LMS and require role-specific training with 80% completion targets for
technical roles within 120 days

« Institute quarterly compensation and career-development reviews and assign HR owners to reduce

voluntary turnover within 90 days

Cloud Configuration Drift and Provisioning Risk [SR-012]

m Likelihood: 60 Impact: 71

Cloud provisioning is not consistently managed: architecture and monitoring exist but provisioning controls

and policy-enforced templates are absent, allowing drift and sprawl that create exploitable
misconfigurations as cloud workloads scale. Automated enforcement and continuous configuration
management are limited, and control reviews are infrequent, extending windows where insecure settings
persist between audits. Decentralized ownership of inventories and dependencies compounds the problem,
enabling vulnerable artifacts to reach production via decentralized builds.

Business Impact
Cloud misconfiguration can cause data exposure, service outages, and regulatory noncompliance with
costly remediation and customer impact

Recommended Actions

« Implement automated laC policy enforcement and a cloud posture management solution within 90
days with drift-detection alerts

e Mandate templated provisioning and require pre-deployment policy checks for all new cloud resources

within 60 days

Encryption and Key Management Weakness [SR-013]

Encryption is applied in places but lifecycle practices for keys are immature: active rotation and rotation

monitoring are not implemented and no named rotation owner exists, extending exposure if keys are
exfiltrated. Continuous monitoring and automated control monitoring are also absent in many domains,
delaying detection of data-security incidents and increasing forensic costs. In environments relying on

VeloRisk.io 95 CONFIDENTIAL AND PROPRIETARY



blockchain or advanced crypto, the organization lacks personnel and governance to avoid implementation
errors. Strengthening key lifecycle management and rotation processes is required to reduce catastrophic

cryptographic exposure.

Business Impact

Key compromise or undetected encryption failures can enable data decryption, regulatory breaches, and
large remediation cost relative to revenue

Recommended Actions

« Define and staff a key management owner and implement automated key rotation and rotation-

monitoring within 60 days

« Introduce continuous control monitoring for encryption and bind rotation checks into CI/CD gating
within 90 days

Secure Development and CI/CD Escape Risk [SR-014]

m Likelihood: 61 Impact: 66

Development pipelines lack uniform security integration: only a minority of pipelines include automated
security tests and only a portion of releases receive formal security review, creating frequent escaped
defects and higher rework costs. Dependency evaluation is incomplete and legacy code paths receive less
scrutiny, allowing vulnerable libraries and older modules to persist into production. Low developer training
completion exacerbates the issue: developer security education participation is limited, reducing early
detection of code-level security flaws. Without integrated DevSecOps gates and automated checks, the
organization faces recurring production vulnerabilities and higher remediation burden.

Business Impact
Escaped vulnerabilities increase incidence of production incidents, remediation cost, customer impact, and
contractual liabilities in regulated offerings

Recommended Actions

» Mandate SAST/DAST in Cl with fail-build policy and roll out PR-level checks within 60 days

» Require 80% developer completion of role-based secure-coding training within 120 days and track
completion in performance reviews
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Network Segmentation and Perimeter Controls Gap [SR-015]

m Likelihood: 56 Impact: 67

Network segmentation is not implemented while perimeter devices (firewalls, IDS/IPS, DMZ) are present

but not regularly validated with penetration testing or red-team exercises, creating a false sense of security
and enabling lateral movement after an initial compromise. Internal access-control layout and interior
segmentation are not codified, increasing the chance that a breached perimeter permits broad interior
access across multiple sites. Rotation and operational owner gaps for key network tasks further delay
remediation during failures. Without segmentation and periodic verification, breach impact and remediation
scope will likely grow.

Business Impact

Lateral movement expands breach scope and remediation cost, increasing regulatory and customer impact
and raising recovery time

Recommended Actions

» Implement segmentation for critical systems and enforce network access controls within 90 days

» Schedule external penetration tests and tabletop red-team validation within 60 days and remediate

priority findings

Third-Party and Vendor Risk Blind Spots [SR-016]

Vendor management captures administrative data but omits risk-first attributes and only a minority of

vendors are covered by automated monitoring platforms, producing blind windows where critical suppliers
remain unassessed. Tiering and selection are not risk-gated, and many high-risk vendors receive no formal
assessment, increasing the probability of third-party failures going undetected until they cause operational
disruption. Frequent, shallow questionnaires and annual reporting cadence create false assurance and
detection latency for critical vendor issues. These conditions heighten counterparty, continuity, and
regulatory risk.

Business Impact

Undetected vendor failure can disrupt service delivery, trigger contractual penalties, and require costly
contingency actions and vendor replacement
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Recommended Actions

 Build a risk-first vendor inventory within 45 days and require formal risk ratings and service-mapping
for all Tier-1 suppliers

» Expand automated vendor monitoring to cover 90% of critical vendors and mandate formal

assessments for high-risk suppliers within 120 days

Fraud and Transaction Monitoring Inadequacy [SR-017]

Origination and transaction monitoring cadence is typically annual or semi-annual and heavily reliant on
manual review, permitting fraud tactics to evolve faster than controls are updated and increasing leakage
into downstream systems. No automated detection or vendor solutions are deployed for high-velocity
transaction monitoring, and analyst-heavy reviews will not scale with volume growth, raising operational
cost and detection latency. Disconnected AP control implementations and ad-hoc LGPD reviews further
exacerbate configuration and compliance risk in distributed site environments.

Business Impact
Fraud losses, investigation workload, and customer remediation costs rise as monitoring fails to block
evolving origination tactics and transaction anomalies

Recommended Actions

» Implement automated, vendor-backed origination scoring and transaction anomaly detection within 90

days

» Reduce origination review cadence to monthly for high-risk channels and instrument adaptive rules to

block emerging patterns

Al and Model Governance Failures [SR-018]

Impact: 68

Al governance is partial: intake gates assess some risk factors but omit misuse, safety readiness, and
human-in-the-loop requirements, allowing higher-risk use cases to progress without full mitigation. Consent
for training and inference is not tracked and prompt/log controls are absent, increasing the chance of
personal data or secrets persisting in model artifacts and complicating deletion or regulatory requests. Bias
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and fairness checks are basic and insufficient for healthcare contexts, and runtime guardrails (output
scrubbing, anomalous-output alerts) are not integrated with detection teams, creating both harms and
exfiltration risk.

Business Impact

Model harms, data subject complaints, and regulatory enforcement can lead to remediation costs, product
restrictions, and reputational harm in regulated markets

Recommended Actions

» Establish an Al governance board and require model-level ROPA and consent capture for all training

data within 60 days

» Deploy prompt-redaction, runtime output filters, and anomalous-output alerts integrated with SOC
workflows within 120 days

Ownership Concentration and Single-Point Dependencies [SR-019]

Many operational and control responsibilities are concentrated in primary owners without documented

deputies or formal composition rules, producing single-person dependencies that delay decision-making
during incidents or absences. Decentralized stewardship of inventories and mixed assessment cadences
allow vulnerabilities and unreviewed dependencies to persist across teams. Fragmented ownership also
creates semantic mismatches in diagrams and inconsistent enforcement between security managers and
operations, complicating cross-team incident coordination and slowing remediation closure.

Business Impact

Single-person dependencies extend outage durations, slow remediation, and increase audit and

contractual risk as the company scales

Recommended Actions
« Identify critical roles and assign deputies with documented handover procedures within 30 days

» Establish formal committee composition and term rules for key governance bodies within 60 days

Metrics, KPIs and Measurement Deficit [SR-020]
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Operational programs run periodic reviews but lack key performance indicators (false positive rate, mean
time-to-contain, remediation closure rate) and centralized dashboards to guide investment decisions. Data
transparency and analytics capability are limited, hindering attribution for churn and retention drivers and
preventing reliable ROI demonstration for pilots and automation. Third-party and detection metrics are
narrow, focusing on volume or coverage but not detection quality, which weakens tuning and vendor
accountability during scheduled reviews.

Business Impact

Inadequate measurement drives misallocation of scarce resources, slows remediation prioritization, and

increases operational risk as the business scales

Recommended Actions

» Define a core KPI set (MTTD, MTTR, remediation SLA adherence, detection rate) and build executive

dashboards within 60 days

» Require KPI-backed vendor SLAs and include metric reviews in monthly governance meetings

starting immediately
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Immediate Actions

Immediate Actions are emergency remediations that must be executed before any organized program work
begins. Unlike strategic programs — which require planning, resourcing, and phased sequencing — these
items address active exposures and control failures that are exploitable today. Each action has been algo-
rithmically identified across failure scenarios, control gaps, and strategic risks, then deduplicated so that
each item represents a distinct remediation. Completing these actions first reduces near-term risk exposure
and strengthens the starting position for every longer-term program that follows.

The environment shows urgent operational gaps in detection, patching, identity controls, and build/reposi-
tory hygiene that collectively enable rapid compromise and data loss. Immediate focus should be on hard-
ening access, closing known vulnerabilities, and standing up centralized detection and remediation work-
flows. Absent these actions, attacker dwell time and the likelihood of major service or data-impact incidents
will remain high.

1-3 DAYS 1-2 WEEKS 2-4 WEEKS

0 7 5

ID ACTION EFFORT

Prioritize and apply emergency patches for critical and high vulnerabilities across
IA-001 1-2 weeks

internet-facing and high-impact (30/.

Unpatched critical vulnerabilities enable remote compromise, data exfiltration, and widespread lateral movement that can
produce major operational and regulatory impact if not addressed immediately.

Enable enterprise multi-factor authentication for all user and privileged accounts and
IA-002 . A i 1-2 weeks
block non-MFA logins using phish-.

Accounts protected only by passwords are immediately susceptible to credential compromise and account takeover, which
can lead to unauthorized data access and privileged actions rapidly.

Harden code repositories: require MFA, enable branch protections and signed
IA-003 i . 1-2 weeks
commits/releases, restrict external collabor.

Unprotected repositories and weak contributor controls allow code exfiltration, tampering of build artifacts, and supply-
chain compromises that can corrupt production releases and leak proprietary data.
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ID ACTION EFFORT

Mandate signed build artifacts, generate SBOMs, and enforce automated dependency
IA-004 . . i . 1-2 weeks
vulnerability scanning with blocking CI.

Unsigned artifacts and unchecked dependencies permit malicious or vulnerable components to propagate into production,
risking integrity failures and large-scale compromise of customers and services.

Implement automated remediation tracking with SLA-bound ticketing, assigned owners,
IA-005 . 1-2 weeks
and weekly closure reporting to gove.

Without SLA-driven tracking and ownership known vulnerabilities and findings remain open and exploitable indefinitely,
compounding risk and preventing accountable closure.

Enable continuous external and authenticated scanning of internet-exposed assets and
IA-006 L Lo . 1-2 weeks
feed prioritized findings into the.

Ad-hoc scanning leaves internet-facing vulnerabilities discoverable only intermittently, increasing exposure time and
enabling attackers to exploit known weaknesses between scan windows.

Publish and enforce an IAM policy that implements least-privilege RBAC, periodic
IA-007 . . . 1-2 weeks
entitlement recertification, and inte.

Lack of formal IAM governance and role-based controls enables privilege creep and lateral movement into critical
systems, increasing the probability of unauthorized access to sensitive data and systems.

Conduct focused red-team exercises against critical assets and validate detection,
IA-008 2-4 weeks
containment, and remediation within.

Without adversary emulation on critical assets detection and response gaps remain unknown, allowing attackers to exploit
blind spots and cause major impact before controls are exercised and improved.

Encrypt sensitive data at rest and in transit and implement automated key rotation and
IA-009 o 2-4 weeks
monitoring for payment and cust.

Unencrypted or poorly managed keys expose customer and payment data to exfiltration and regulatory penalties if
intercepted or accessed by unauthorized actors.

Deploy centralized log aggregation and a SIEM with automated high-risk alerting and
IA-010 . . 2-4 weeks
SOC integration.

Without centralized logging and automated alerting attackers can dwell undetected and escalate incidents across
services, preventing timely containment and investigation.
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ID ACTION EFFORT

Deploy endpoint detection and response (EDR) across all endpoints and assign a single
IA-011 2-4 weeks
owner for endpoint protection and.

Absent host detection and no owner for triage removes a primary containment capability, increasing attacker persistence
and the likelihood of undetected lateral movement and data theft.

Deploy near-real-time transaction and fraud anomaly detection with automated blocking
IA-012 2-4 weeks
or hold flows and case manag.

Manual, daily transaction reviews cannot scale to stop real-time fraudulent activity, allowing financial loss and customer
harm to occur before intervention.

Sources: 4 failure scenario(s), 11 control gap(s), 4 strategic risk(s).
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Recommended Programs

Related findings are consolidated into programs when they share ownership, dependencies, or technology
scope — merging parallel efforts that would otherwise compete for the same resources. Each program
includes a timeline horizon, estimated resource investment, and expected risk reduction outcome, making
programs the natural unit for budget discussions and project portfolio planning.

Immediate priorities are strengthening identity, detection, patching, and remediation governance while
establishing measurable ownership and CI/CD controls. High-impact clusters: IAM and privileged access,
SOC/EDR and telemetry, patching/dependency hygiene, and enterprise remediation/governance - these
reduce attack surface and speed containment. Staggered starts enable quick wins (MFA, tabletop exercis-
es, targeted EDR, RTO definitions) while larger programs (BC/DR, enterprise remediation, DevSecOps) run
12-18 months to institutionalize capability and metrics.

AVERAGE URGENCY AVERAGE IMPACT AVERAGE EFFORT
Min Med Max Min Med Max Min Med Max
i o) o ] eemin B ]
18 64 97 40 66 92 18 49 86
Enterprise Identity & Privileged Access Program [PROG-001]

Harden identity and privileged access across the enterprise within 12 months, reducing unauthorized
access.

Expected Benefit

Lower credential-based breaches and enforce RBAC and lifecycle controls for privileged users across
systems.
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Business Impact

Implements MFA, RBAC, PAM, access logging and regular recertification to cut lateral-movement and data-
exfiltration risk; simplifies audits and reduces time-to-revoke for compromised credentials.

Recommended Actions

» Appoint an IAM program owner and executive sponsor to enforce delivery and SLAs.

Deploy MFA for all privileged and administrative accounts as first phase.

Select and implement a PAM solution for credential vaulting and session controls.

Institutionalize quarterly access recertification and automate deprovisioning workflows.
Expected Duration: 9 months

Endpoint Protection & EDR Deployment [PROG-002]

Impact: 89 Urgency: 91

Deploy enterprise EDR and encryption to protect endpoints and reduce ransomware and malware impact.

Expected Benefit

Prevent and contain endpoint compromises rapidly, protecting high-value users and systems from lateral
spread.

Business Impact

Rolls out cloud-based EDR, full-disk/file encryption and key rotation to reduce endpoint dwell time and
enable rapid containment; integrates with SOC for automated playbook actions.

Recommended Actions

» Prioritize EDR deployment to execs, finance, and ops teams, then expand enterprise-wide.
» Enable centralized EDR alert ingestion to the SIEM/SOC and define automated containment actions.
» Implement full-disk encryption and formalize key rotation procedures.

e Train SOC and IT on EDR workflows and containment playbooks.

Expected Duration: 9 months
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Patch, Vulnerability & Dependency Hygiene Program [PROG-003]

m Impact: 90 Urgency: 97

Implement automated patching, vulnerability SLAs and dependency evaluation to reduce exploitable

exposure.

Expected Benefit

Lower unmanaged vulnerability count and reduce patch-to-deploy timelines to meet risk-based SLAs
across assets.

Business Impact

Standardizes vulnerability scoring, sets SLAs per criticality, automates compatibility testing and CI gates for
dependencies to reduce production risk and regulatory exposure.

Recommended Actions

» Define vulnerability SLAs mapped to asset criticality and publish them to ops teams.
» Deploy automated patch orchestration with reporting for servers and endpoints.
» Integrate software dependency scanners into Cl and block high-risk libraries pre-merge.

» Establish weekly remediation reviews with engineering and ops to meet SLAs.
Expected Duration: 12 months

Vendor & Third-Party Risk Program [PROG-004]

Introduce risk-tiered vendor controls, monitoring cadence and remediation playbooks for critical suppliers.

Expected Benefit

Reduce third-party blind spots and ensure contractual rights to assess and remediate vendor risks for
critical suppliers.

Business Impact

Creates vendor inventory, risk tiers, assessment cadences and remediation playbooks so the firm can
prioritize oversight and reduce supply-chain exposure to outages and breaches.
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Recommended Actions

» Build a vendor inventory and classify vendors by criticality and data access.

 Introduce standardized security questionnaires and minimum contract clauses for new and renewing
vendors.

» Increase monitoring cadence for high-risk vendors and require remediation playbooks.

» Integrate vendor evidence into procurement and vendor lifecycle systems.
Expected Duration: 9 months

Metrics, KPIs & Security Measurement Program [PROG-005]

Define executive-facing KPIs and dashboards to track security posture, remediation and operational SLAs.

Expected Benefit

Enable data-driven decisions and measurable accountability across security, ops, and engineering teams.

Business Impact

Establishes a single pane of truth for MTTD/MTTR, open remediation, patch SLAs and control maturity;
aligns teams to targets and supports investment decisions.

Recommended Actions

» Define a concise KPI set for executive review (MTTD/MTTR, patch SLA, backlog age).
» Implement dashboards fed by remediation and telemetry systems.
» Set monthly security performance reviews tied to SLAs and incentives.

» Publish a quarterly security posture report for the board.
Expected Duration: 6 months

Operational Training & People Resilience Program [PROG-006]

Strengthen staff skills, retention and onboarding to reduce human factor risks and improve response

capability.
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Expected Benefit

Reduce error-rate, improve incident handling and lower turnover-related knowledge loss through targeted
training and role-based development.

Business Impact

Delivers role-based security training, tabletop exercises, and retention measures to maintain operational
readiness and reduce single-point personnel dependencies.

Recommended Actions

» Implement role-based training plans tied to KPIs and onboarding checklists.
» Schedule quarterly cross-functional tabletop exercises and incident sims.
» Define career pathways and retention incentives for critical security and ops roles.

« Measure training effectiveness via skills assessment and apply to hiring plans.
Expected Duration: 12 months

Enterprise Documentation & Runbooks Program [PROG-007]

Create and maintain runbooks, knowledge catalog and lifecycle verification to remove single-point process

dependencies.

Expected Benefit

Reduce operational risk and response friction by ensuring runbooks are current, accessible and verified at
project gates.

Business Impact

Establishes a documentation catalog with update cadences, integrates runbook checks into project
lifecycles and reduces recovery time by eliminating tribal knowledge dependencies.

Recommended Actions

« Inventory existing runbooks and prioritize by criticality for updates.
» Set mandatory update cadence and owners for all operational runbooks.

 Integrate runbook verification into release and change management gates.
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» Publish runbook access in a searchable, controlled repository.
Expected Duration: 6 months

DevSecOps & CI/CD Security Program [PROG-008]

Effort: 57 Impact: 68 Urgency: 60

Embed security gates in CI/CD to prevent insecure code and dangerous dependencies from reaching

production.

Expected Benefit

Reduce escape-of-risk from development into production and accelerate secure releases with automated
gating.

Business Impact

Integrates SAST/DAST, signed commits, pre-merge gating, and post-deploy verification into release
pipelines to lower production vulnerabilities and shorten remediation cycles.

Recommended Actions

» Mandate pre-merge static analysis and automate DAST in staging pipelines.
» Require signed commits and artifact provenance for production deploys.
» Establish QA security sign-off as a release gate and allocate QA security resources.

» Run training for dev teams on secure coding and dependency hygiene.
Expected Duration: 12 months

Secure Development & QA Assurance Program [PROG-009]

Urgency: 66

Institutionalize security testing and QA gates to ensure releases meet security standards before production.

Expected Benefit

Reduce production vulnerabilities by embedding security QA cycles and automated test coverage into
release processes.
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Business Impact

Requires full security test cycles, expands automated SAST/DAST coverage, and mandates QA resourcing
and cross-functional checkpoints to prevent insecure code delivery.

Recommended Actions

» Ensure every release has an assigned QA security reviewer and verification sign-off.

» Expand automated dynamic and static testing and require results for production deploys.

Enforce release gating policies and track gate compliance metrics.

» Provide secure-coding training and integrate security into sprint acceptance criteria.
Expected Duration: 9 months

Data Governance, Classification & Retention Program [PROG-010]

Urgency: 64

Formalize data classification, retention policy and automated deletion to reduce privacy and compliance

exposure.

Expected Benefit

Lower data-holding risk, simplify compliance and reduce breach impact by limiting stored sensitive data
footprint.

Business Impact
Implements classification, maps data to controls, automates retention/deletion and ties data lineage to
access policies so exposures are reduced and audits simplified.
Recommended Actions
» Publish baseline data classification and retention policy and get legal sign-off.
o Map sensitive datasets and implement automated retention/deletion where feasible.
» Enforce data access controls based on classification and integrate with IAM systems.

» Monitor and report data inventory and retention compliance to the governance board.

Expected Duration: 9 months
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Al & Model Governance Program [PROG-011]

m Impact: 40 Urgency: 18

Govern high-impact Al systems with lineage, review gates and monitoring to prevent model-driven business

failures.

Expected Benefit

Reduce business and compliance risk from model errors or drift by ensuring human review and traceability
for high-impact decisions.

Business Impact

Documents models and data lineage, enforces human-in-the-loop reviews for critical decisions, and
monitors model performance tied to business KPIs to prevent downstream operational and regulatory
harm.

Recommended Actions

Inventory production models and assign owners and data lineage documentation.

» Require human review and sign-off for high-impact model decisions.

Implement model monitoring for performance drift and automated alerts tied to KPIs.

Define model change management and retention policies for training data.
Expected Duration: 12 months

Centralized Remediation & Governance Program [PROG-012]

W Impact: 46 Urgency: 68

Centralize remediation ownership, SLAs, and automated evidence to close findings consistently across the

enterprise.

Expected Benefit

Reduce open remediation backlog and improve closure velocity with measurable SLA tracking and
accountability.
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Business Impact

Creates a single remediation backlog, standard SLAs and dashboards to prioritize fixes by risk and impact;
reduces dwell time on exploitable findings and informs risk-based investments.

Recommended Actions

« Define remediation SLAs and assign accountable owners with deputies for high-risk classes.

Implement centralized ticketing and evidence collection for remediation tasks.

Automate severity-based prioritization and weekly executive KPI reporting.

Run a 90-day blitz to clear highest-risk backlog across infra and apps.
Expected Duration: 12 months

Cloud Configuration & Provisioning Controls Program [PROG-013]

Effort: 71 Impact: 67 Urgency: 38

Establish guardrails and drift detection for cloud to prevent insecure provisioning and configuration drift.

Expected Benefit

Reduce cloud misconfiguration incidents and enforce secure templates and drift monitoring to limit
exposure.

Business Impact

Implements laC policy checks, continuous drift monitoring, and provisioning guardrails to reduce
misconfigurations that lead to data leaks or service failure; standardizes cloud baselines across teams.
Recommended Actions

« Adopt laC scanning and enforce policy-as-code in pipelines.
» Deploy continuous configuration drift detection and automated remediation where safe.
» Create hardened cloud baseline templates and require use for new environments.

» Train cloud teams on secure provisioning and integrate checks into change control.

Expected Duration: 9 months
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Encryption & Key Management Program [PROG-014]

Effort: 77 Impact: 71 Urgency: 40

Implement enterprise encryption standards and centralized key management to protect data at rest and in

transit.

Expected Benefit

Reduce risk of data exposure and satisfy regulatory controls by formalizing crypto usage and key lifecycle
processes.

Business Impact

Standardizes disk/file/database encryption, centralizes key management, enforces rotation and access
controls to reduce impact of data theft and strengthen compliance posture.

Recommended Actions

» Define encryption standards for endpoints, servers and storage and prioritize rollout.
» Deploy centralized key management service and formalize rotation policies.
» Encrypt sensitive datasets at rest and enforce TLS for in-transit protection.

» Audit key access and integrate key usage logs into SOC telemetry.
Expected Duration: 12 months

Business Continuity, DR & Resilience Program [PROG-015]

Effort: 79 Impact: 66 Urgency: 33

Establish tested BC/DR plans, RTO/RPO targets, and exercises for critical services to ensure operational
continuity.
Expected Benefit

Reduce service downtime and financial loss during major incidents by enabling validated recovery
procedures.

Business Impact

Defines RTO/RPO for critical systems, institutes automated backups and recovery pipelines, and increases
exercise cadence so business operations can be restored predictably during disasters.
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Recommended Actions

» Define RTO/RPO for top critical systems and publish recovery priorities.
» Implement automated backup verification and pilot automated restore workflows.
o Schedule annual full-scale DR tests and more frequent tabletop exercises.

» Assign named owners and deputies for critical service recovery.
Expected Duration: 18 months

SOC & Telemetry Modernization Program [PROG-016]

Effort: 84 Impact: 74 Urgency: 70

Build centralized telemetry, alerting and SOC playbooks to detect and respond faster to threats enterprise-

wide.

Expected Benefit

Improve mean-time-to-detect and contain, reducing incident costs and operational disruption from cyber

events.

Business Impact

Consolidates logs, deploys SIEM/analytics and formal SOC processes so security events are correlated
and escalated with runbooks; enables measurable detection KPls and compliance evidence.

Recommended Actions

» Deploy centralized log aggregation and retention aligned to compliance needs.
» Select or upgrade SIEM and tune alerts to reduce noise and false positives.

» Define SOC operating model and integrate telemetry into playbooks for 24/7 coverage or targeted

hours.

» Establish KPI dashboard (MTTD/MTTR/false positive rate) and weekly SOC review cadence.
Expected Duration: 12 months

Network Segmentation & Perimeter Controls Program [PROG-017]

Effort: 86 Impact: 69 m
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Implement segmentation and perimeter controls to limit lateral movement and isolate critical assets.

Expected Benefit

Reduce blast radius of breaches by enforcing network micro-segmentation and hardened perimeter
controls.

Business Impact

Designs and enforces segmentation for critical systems, applies firewall and NAC controls, and integrates
with IAM to ensure least-privilege network access, reducing cross-system compromise risk.

Recommended Actions

Map network flows for critical systems and define segmentation boundaries.

Implement 802. 1X/certificate-based access for corporate network and enforce NAC policies.

Deploy and tune internal firewall rules and micro-segmentation for critical zones.

Validate segmentation via red-team or controlled penetration tests.

Expected Duration: 12 months
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Organizational Gaps

Organizational gaps represent structural deficiencies that no single technical control can close — condi-
tions in governance, resourcing, process maturity, or organizational design that create persistent exposure
across multiple risk domains. Unlike a missing technical control, an organizational gap requires a leader-
ship decision, a budget commitment, or a change to how accountability for managing risk is owned and

resourced. Each gap is ranked by the breadth and severity of exposure it creates.

The organization shows systemic weaknesses across operational resilience, workforce security behavior,
third-party oversight, identity governance, and data protection. Highest urgency clusters are Business
Continuity & DR, Backup/Recovery, and Identity & Access controls where gaps would cause prolonged out-
ages or unauthorized access. Remediation should prioritize executable, time-boxed executive initiatives
that restore recoverability, enforce strong access controls, and formalize vendor risk and security metrics to
reduce regulatory, operational, and reputational exposure.

ORGANIZATIONAL GAPS AVERAGE URGENCY AVERAGE IMPACT
Min Med Max Min Med Max
Capability deficiencies 28 61 95 a7 68 92
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Gap Severity Distribution
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Urgency
Business Continuity & Disaster Recovery [SOG-001]

Sources: 10 control - 1 practice | Worsens: SR-008, SR-009 | Addressed by: PROG-015, PROG-007

Planning, documentation, and test discipline for BC/DR are insufficient-plans are incomplete, DR tests and
cross-site coordination are not regular, and RTO/RPO expectations are unclear. This leaves the organiza-

tion exposed to prolonged downtime and failed recoveries during incidents.

Business Impact

Inadequate BC/DR increases outage duration and recovery uncertainty, risking lost revenue, service-level
breaches, regulatory scrutiny, and customer attrition.
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Recommended Actions

» Commission a full BC/DR assessment and inventory of critical services within 30 days

» Define and publish RTO/RPO targets for each critical service within 60 days

» Approve annual DR test calendar and mandate cross-site tabletop exercises starting next quarter

» Create BC/DR governance with exec sponsor and integrate with incident response workflows within
90 days

Identity & Access Management [SOG-002]

Urgency: 95 Impact: 88

Sources: 10 control - 1 practice | Worsens: SR-004, SR-001 | Addressed by: PROG-001

Privileged accounts, MFA enforcement, and access certification processes are weak or inconsistently
applied. Lack of RBAC and privileged access controls increases the chance of unauthorized access and

lateral movement.

Business Impact

Poor identity governance raises the probability of privilege misuse and data exfiltration, increasing regulato-
ry, financial, and operational risk.

Recommended Actions

Enforce MFA on all privileged accounts and high-risk access paths within 30 days

Conduct entitlement review and remove excessive privileges within 60 days

» Implement RBAC and establish quarterly access recertification with management sign-off

Deploy privileged access management for critical admin accounts within 6 months

Patch, Vulnerability & Dependency Hygiene [SOG-003]

Sources: 10 control | Worsens: SR-002, SR-007 | Addressed by: PROG-003, PROG-012

Patch management and vulnerability remediation processes are inconsistent, and dependency hygiene is
immature. Delays in patching increase window of exposure to known exploits across infrastructure and
applications.
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Business Impact

Slow or inconsistent patching raises likelihood of compromise and lateral spread, potentially forcing costly
incident response and service disruption.

Recommended Actions

Define criticality-based patch SLAs and measure compliance weekly within 30 days

Implement vulnerability scanning cadence and prioritize remediation of critical findings within 14 days

Allocate dedicated remediation capacity and track closure in centralized dashboard

Adopt a dependency inventory and upgrade process for third-party components

Incident Response & Crisis Management [SOG-004]

Urgency: 90 Impact: 74

Sources: 10 control - 1 practice | Worsens: SR-008, SR-005 | Addressed by: PROG-007, PROG-012

Incident response playbooks, escalation paths, and exercise cadence are lacking or untested, producing ad
hoc responses and slow containment. Communications and external support arrangements are not
formalized.

Business Impact

Poor incident response increases time to detect and contain incidents, magnifying data loss, service
impact, and regulatory reporting obligations.

Recommended Actions

» Develop incident response plan and prioritized playbooks for top scenarios within 45 days
» Define escalation matrix and executive notification thresholds and publish to stakeholders
» Conduct tabletop exercise including execs and legal within 90 days and schedule semi-annual drills

» Contract an external IR retainer to support high-severity events within 60 days

Endpoint Protection & Detection [SOG-005]

Impact: 85

Sources: 10 control - 1 practice | Worsens: SR-007, SR-012 | Addressed by: PROG-002, PROG-016
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Endpoints lack uniform EDR coverage and telemetry forwarding to detection tooling; incident detection
capability is fragmented. This reduces ability to detect and contain endpoint threats quickly.

Business Impact

Insufficient endpoint protection increases dwell time for attackers, leading to larger-scale compromises and
higher remediation costs.
Recommended Actions

» Deploy enterprise EDR to all endpoints and ensure centralized telemetry collection within 90 days

« Define endpoint detection KPIs and integrate into SOC monitoring and alerting

» Harden baseline configurations for endpoints and enforce via management tooling

» Run focused tabletop and live-response exercises to validate endpoint containment playbooks

Backup & Recovery Procedures [SOG-006]

Urgency: 61 Impact: 71

Sources: 10 control - 1 practice | Worsens: SR-002, SR-013 | Addressed by: PROG-015, PROG-014

Backup and restore controls lack consistent documentation, testing, and restoration verification across sys-
tems. Without tested recovery procedures and verified backups, the organization cannot rely on data

restoration following incidents.

Business Impact

Unverified backups increase data-loss risk and lengthen recovery, causing operational disruption, potential
data integrity issues, and costly remedial work.

Recommended Actions

» Inventory backup scope and owners for all critical systems within 30 days

Document backup retention, restoration procedures and success criteria within 45 days

Schedule and execute annual restoration tests with evidence of successful recovery within 6 months

» Assign restoration responsibilities to named owners and integrate into DR exercises
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Security Awareness & Workforce Resilience [SOG-007]

Urgency: 88 Impact: 46

Sources: 10 control - 2 practice | Worsens: SR-011, SR-001 | Addressed by: PROG-006

Security training is inconsistent and not role-specific; phishing simulations and onboarding training are
irregular or missing. This amplifies susceptibility to social engineering and reduces the effectiveness of
other controls.
Business Impact
Gaps in workforce security awareness increase likelihood of credential compromise, phishing-driven inci-
dents, and insider errors, leading to data breaches and operational incidents.
Recommended Actions
» Mandate security training for new hires within 7 days and annual role-based refreshers within 90 days
» Deploy regular phishing simulation program with monthly cadence and remediation workflows

» Assign executive sponsor and measure training completion and phishing failure rates in quarterly
reports

« Integrate contractors and remote workers into the same training and simulation schedule

Vendor & Third-Party Risk Management [SOG-008]

Urgency: 56 Impact: 68

Sources: 10 control - 1 practice | Worsens: SR-016, SR-003 | Addressed by: PROG-004

Vendor onboarding and lifecycle oversight lack standardized security assessments, contract security claus-
es, and ongoing monitoring. This produces blind spots into third-party exposures and weakens the organi-
zation's control over outsourced services.

Business Impact

Third-party failures can lead to data breaches, service interruptions, regulatory penalties, and remediation
costs tied to vendor incidents.

Recommended Actions

» Create complete vendor inventory with criticality and data access mapping within 30 days
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» Require standardized security assessments for new vendors and remediate high-risk findings within
90 days

» Amend vendor contracts to include security requirements and breach notification clauses within 60

days

» Implement quarterly monitoring for critical vendors and prioritize remediation of high-risk third parties

Security Metrics, Governance & Reporting [SOG-009]

Urgency: 66

Sources: 10 control - 1 practice | Worsens: SR-020, SR-010 | Addressed by: PROG-005, PROG-012

There is no consistent executive reporting, KPI framework, or measurement cadence for security posture.
This limits the board and executives' ability to prioritize funding and track remediation progress.
Business Impact
Lack of metrics and governance reporting hampers risk-informed decision making, increasing likelihood of
funding shortfalls and regulatory findings.
Recommended Actions

» Define core security KPIs/KRIls and reporting pack within 45 days

» Establish quarterly board reporting cadence with trend analysis and risk heatmap

» Deploy automated dashboards to surface remediation backlog, test outcomes, and vendor risk

e Use metrics to align program funding and quarterly priorities

Change Management & Configuration Control [SOG-010]

Impact: 37

Sources: 10 control | Worsens: SR-002, SR-014 | Addressed by: PROG-008, PROG-009

Change approval and configuration baselines are not consistently enforced for production systems; rollback
and testing requirements are incomplete. This raises the risk of inadvertent outages and configuration drift.

Business Impact

Uncontrolled changes and configuration drift can cause outages, data corruption, and security weaknesses
that disrupt operations and require costly remediation.
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Recommended Actions

« Institute formal change approval workflow with mandatory approvals for production changes within 60
days

» Define and enforce configuration baselines and automated drift detection within 90 days

» Require documented rollback plans and mandatory pre-production validation for high-risk changes

« Establish Change Advisory Board for high-risk changes with executive representation

Data Classification & Protection [SOG-011]

Sources: 10 control - 1 practice | Worsens: SR-009, SR-013 | Addressed by: PROG-010, PROG-014

Data classification is inconsistent and protection controls (encryption, handling rules) are not uniformly
applied across sensitive datasets. Without clear data labels, applying appropriate controls is ad hoc and
error-prone.

Business Impact

Inconsistent classification leads to inadequate safeguards for PIl and financial data, increasing breach
notification costs, regulatory exposure, and loss of client trust.

Recommended Actions

» Approve a data classification policy and labeling scheme within 45 days

Perform data discovery to map sensitive data stores within 90 days

Institute mandatory encryption and handling rules by classification level within 6 months

Embed classification requirements into procurement and vendor assessments

Network Segmentation & Perimeter Controls [SOG-012]

Sources: 10 control | Worsens: SR-015, SR-019 | Addressed by: PROG-017, PROG-013

Network segmentation and perimeter defenses are poorly defined, increasing risk of lateral movement and
broad exposure if a single asset is compromised. Segmentation and filtering rules are not consistently
applied across environments.
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Business Impact

Weak network controls allow attackers to traverse environments more easily, increasing incident scope and
remediation complexity.

Recommended Actions

» Map network flows and critical segmentation boundaries within 45 days

Implement segmentation controls to isolate critical systems and sensitive data within 120 days

Standardize perimeter controls and firewall rule change governance with quarterly reviews

o Monitor east-west traffic and establish detection rules for lateral movement
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Methodology

VeloRisk delivers enterprise-grade risk assessments through structured data collection and Al-assisted
analysis. The platform transforms questionnaire responses into comprehensive strategic insights,
completing in hours what traditional consulting engagements require weeks or months to accomplish.

Data Collection

The assessment gathered input from 1 participant across the organization, covering 214 security topics
through 1858 structured questions. Questions employ adaptive branching logic to ensure comprehensive
coverage of cybersecurity, operational, and strategic risk domains while remaining relevant to
organizational context.

Analysis Methodology

VeloRisk employs a rigorous, evidence-based analytical approach designed to surface meaningful patterns
and strategic insights from survey data. The methodology is built on several core principles:

» Evidence-Grounded Findings — All conclusions are directly supported by survey responses, with full
citation traceability maintained throughout the analysis.

» Multi-Dimensional Evaluation — Risks and gaps are assessed across multiple perspectives including
likelihood, impact, organizational readiness, and strategic alignment.

» Cross-Functional Pattern Recognition — Analysis identifies themes and interdependencies that
span organizational domains (People, Process, Technology, Strategy).

« Progressive Synthesis — Findings are systematically consolidated from granular observations to
executive-level strategic insights, eliminating redundancy while preserving nuance.

« Contextualized Risk Assessment — All findings are calibrated against organizational context
including industry, size, and maturity level to ensure relevance.

Every finding in this report includes evidence citations that link back to specific survey responses.
Complete evidence details, including all supporting data and references, are available in the VeloRisk web

application for deeper analysis and validation.
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Risk and Priority Scoring

Findings are prioritized using multidimensional scoring on a 0-100 scale:

» Risks are scored based on Likelihood (probability of occurrence) and Impact (potential business
consequences)

« Recommendations and Control Gaps are scored based on Urgency (time sensitivity) and Impact
(potential business consequences)

» Strategic Programs are scored based on Effort (implementation complexity) and Impact (potential

business benefit)

Important: Scores are relative values designed to support prioritization within this assessment. A score of
80 indicates higher priority than a score of 60, but does not represent an absolute measurement. Scores
are calibrated to this organization's specific context and should not be compared across different

organizations.
Severity levels are assigned based on the combined score:

Critical: Score = 80 (immediate executive attention required)

« High: Score = 60 (significant business risk requiring near-term action)

Medium: Score = 40 (notable concern warranting planned mitigation)

e Low: Score < 40 (minor risk or well-controlled exposure)

Framework Alignment

Assessment questions are mapped to industry-standard frameworks including NIST Cybersecurity
Framework (CSF), ISO 27001, CIS Controls, and relevant regulatory requirements. This alignment ensures
findings are contextualized within established best practices and facilitates compliance validation.
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Next Steps

Risk posture improves through action, not documentation. The steps below move from immediate triage to
sustained improvement. Starting with the first two is advisable regardless of resource constraints, as they
shape how the rest of the work gets prioritized and resourced.

Review with Leadership

Schedule a briefing with key stakeholders to discuss the overall risk assessment, strategic priorities, and required
resources for remediation.

Prioritize Quick Wins

Begin immediate implementation of quick win recommendations to demonstrate progress and reduce risk exposure
with minimal resource investment.

Develop Implementation Roadmap

Create a detailed project plan with assigned owners, milestones, and success metrics for each phase of
remediation.

Establish Continuous Monitoring

Implement tracking mechanisms to monitor risk remediation progress and schedule follow-up assessments to
validate control effectiveness.

Engage Stakeholders

Share relevant sections of this report with department heads and process owners to ensure accountability and
cross-functional collaboration on security initiatives.
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Risk Register

APPENDIX

Each of the 364 entries catalogs a distinct threat scenario, assessed for likelihood and potential business

impact. 6 overlapping scenarios were merged to avoid double-counting. Each entry includes an assessment of
existing control quality, used to calculate residual likelihood — the probability of the risk materializing given cur-
rent defenses. R-reference codes link each entry to the strategic risks and recommendations it supports.

TOTAL RISKS
G (O
L M H c

Identified operational risks

VeloRisk.io

AVERAGE RISK SCORE TOP DOMAIN

51 Process

Min Med Max

v I -
16 51 80

Min: 16 Max: 80 337 risks identified
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Risk Register

R-001

R-002

R-003

R-004

R-005

R-006

R-007

R-008

R-009

RISK TITLE

Recorded decisions progress without
preventive gates, increasing operational
concentration risk.

Absence of EDR increases incident
containment time and forensic blind spots.

Incomplete patch verification and hardening
leave critical systems exposed.

Chronic late filings increase regulatory
exposure.

Incomplete vendor inventory design creates
prioritization blind spots.

Decentralized ownership and mixed cadence
create lasting exposure windows.

No technical DLP increases likelihood of
undetected data leakage.

Absence of named governance policies
increases compliance ambiguity.

Undocumented GDPR provisions increase
regulatory noncompliance risk.

LIKELIHOOD

86

86

86

86

86

84

82

82

82

IMPACT

94

90

90

88

88

90

90

90

90

SCORE

80

77

77

75

75

75

73

73

73

PRIORITY

CRITICAL

DOMAIN

Process
Risk
People

People
Process
Technology

Technology
Process

Process
Legal
People

Process
Technology

Technology
Process
People

Process
Technology
People

Process
People
Technology

Legal
Process
Technology

MITIGATIONS

Implement pre-deployment gates.;
Require human-in-the-loop for high-
dependency models. (+1 more)

Deploy EDR and integrate with SOC
playbooks.; Increase endpoint
telemetry retention for post-incident
forensic analysis.

Implement closed-loop verification and
automated remediation.; Prioritize
hardening for servers, network devices,
and loT to reach 80% baseline
coverage.

Define SLAs and pre-filing escalation.;
Commission targeted external audit.

Redesign inventory and require risk
attributes.; Prioritize platform
onboarding for material vendors.

Centralize inventory ownership and
reconcile monthly.; Enforce pre-merge
gates and hybrid scanning cadence.
(+1 more)

Deploy email and endpoint DLP.;
Define KPIs and quarterly reviews. (+1
more)

Define baseline policies.; Assign
owners and publish. (+1 more)

Document GDPR provisions and map
to controls.; Deploy subject-rights
tooling and breach notification
playbook.
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Risk Register

R-010

R-011

R-012

R-013

R-014

R-015

R-016

R-017

R-018

RISK TITLE

Limited critical-application coverage
increases exploitation risk.

No recent external audits increase regulatory
and compliance exposure.

Partial control coverage increases
operational failure and compliance exposure
within critical systems.

Missing retention schedules increase legal
discovery and compliance exposure.

Partial patch verification increases dwell time
for known vulnerabilities.

Late regulatory filings increase remediation
costs and stakeholder confidence erosion.

Documented plan unused increases incident
response failure risk.

No documented disclosure policy increases
risk of inaccurate or untimely financial
communication.

Slow testing and manual gates increase
exposure to known critical vulnerabilities.

LIKELIHOOD

81

82

82

80

83

83

82

80

78

IMPACT

90

88

88

920

86

86

86

88

90

SCORE

72

72

72

72

71

71

70

70

70

PRIORITY

DOMAIN

Technology
Process
Risk

Process
Audit
Governance
Risk
Management

Process
Technology
Risk

Process
Legal
Technology

Process
Technology

Process
People
Governance

People
Process
Technology

Governance
Process
Compliance

Process
Technology

MITIGATIONS

Prioritize critical-app remediation
sprints.; Implement test gates and
rollback procedures.

Establish remediation tracking and
executive reporting.; Engage external
auditors and define remediation SLAs.
(+2 more)

Prioritize control expansion to highest-
risk systems.; Implement monitoring
and alerting for uncovered critical
systems.

Define schedules.; Automate deletion.
(+1 more)

Implement verification and monitoring.;
Accelerate high-severity patch
windows.

Execute remediation sprint and SLAs.;
Engage external auditor for
independent review.

Quarterly drills and after-action SLAs.;
Form a named incident response team
with deputies. (+1 more)

Adopt formal disclosure policies.;
Implement automated reporting. (+1
more)

Automated patch solution pilot.;
Shorten test windows via automation.
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Risk Register

R-019

R-020

R-021

R-022

R-023

R-024

R-025

RISK TITLE

No endpoint encryption increases data
exposure and regulatory risk for stored
sensitive data.

Monitoring without effective controls
increases financial misstatement risk.

Undefined accounting policy ownership
creates remediation and audit risk.

Lack of data transparency prevents
measurement-driven improvements.

Absence of a standing Risk Committee
increases chance of unaggregated enterprise
risk exposure.

Absent monitoring and ineffective detection
increases time-to-detect service incidents.

Unmonitored vendor population increases
undetected operational and compliance risk.

LIKELIHOOD

78

78

78

76

78

81

78

IMPACT

88

88

88

90

87

83

86

SCORE

68

68

68

68

67

67

67

PRIORITY

DOMAIN

Technology
Process
People

Process
People
Technology

People
Process

Process
Technology

Process
People
Technology

Process
Technology

Process
Third Party
Risk
Management

MITIGATIONS

Deploy FDE and file encryption.;
Implement key-management policy and
€SCrow.

Automate routine controls.; Define
RACI. (+1 more)

Assign named policy owner and
deputy.; Publish quarterly maintenance
and exception registers. (+1 more)

Implement analytics platform and data
ownership.; Run immediate data
inventory sprint.

Form Risk Committee or extend remit.;
Require monthly consolidated risk
dashboard.

Implement lightweight monitoring and
scheduled reporting.; Define automated
alerting and runbook triggers.

Prioritize monitoring by risk and spend.;
Establish SLAs for critical vendors.
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Gaps

Each entry identifies a control that is absent, implemented inconsistently, or not functioning as intended.
Controls are mapped to one or more risk domains. Priority is calculated as urgency x impact: urgency
reflects current exposure, impact reflects potential business consequence. Each entry links to one or more

recommendations specifying the corrective action.

TOTAL GAPS AVG PRIORITY SCORE TOP DOMAIN
D Min Med Max
H ¢ e imes
6A8A74 88
Identified control gaps Min: 68 Max: 88 24 gaps identified
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Gaps

CG-
001

CG-
002

CG-
003

CG-
004

CG-
005

CG-
006

CG-
007

CG-
008

GAP TITLE URGENCY IMPACT

Detection and logging strategy 88 88
gaps: missing centralized SIEM,

log aggregation, and standard

application log auditing.

IAM governance and enforcement 86 88
gaps: missing IAM policy, least-
privilege and access layout.

Remediation tracking, ownership, 84 86
and closure SLAs missing.

Data access governance, 80 84
enforcement technologies, and

centralized access logging are

missing.

Multi-factor authentication not 85 78
implemented for user accounts.

Encryption and key management 78 81
controls not implemented for
sensitive data.

Endpoint detection capabilities not 76 82
deployed and endpoint protection
program ownership missing.

Insufficient formal control 75 78
coverage for critical systems and
lack of governance integration.

PRIORITY

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

DOMAINS

Process
Technology

Authorization
Governance
Process
Technology

Accountability
Governance
People
Process
Technology

Governance
Process
Technology

Authentication

Identity & Access

Management
Technology

Process
Technology

People
Process
Technology

Accountability
Compliance
Governance
Process
Technology

RECOMMENDED ACTIONS

Deploy centralized log aggregation and a SIEM or equivalent
detection platform to collect access, transaction, audit, and
error logs.; Define and enforce a standard set of application
log types to be generated and retained for security
investigations. (+1 more)

Publish a formal IAM policy covering account lifecycle,
provisioning and privileged access; Adopt and enforce least-
privilege principles through role-based access controls and
entitlement reviews (+1 more)

Implement an automated remediation tracking system that
creates ticketed cases for every finding with SLA and owner
assignment.; Define and enforce SLA categories by severity
and monitor closure rates with weekly reporting to
governance. (+1 more)

Publish a formal Data Access and Permissions policy
mapping roles to data classes and approval workflows.;
Deploy policy enforcement technologies that create audit
trails and automated access checks. (+1 more)

Deploy enterprise MFA solution across all user and privileged
accounts within 30-90 days.; Enforce MFA at the
authentication layer and block access attempts that do not
present an approved second factor. (+1 more)

Encrypt sensitive data at rest and in transit using industry-
standard algorithms and document scope.; Implement an
automated key-rotation policy and monitoring for key integrity
and expiry. (+1 more)

Procure and deploy EDR across all endpoints with central
telemetry feeding to a detection platform.; Assign a dedicated
EPP/EDR owner responsible for tuning, triage, and vendor
coordination. (+1 more)

Complete formal control coverage for all critical systems and
track coverage metrics; Embed internal control practices into
corporate governance and decision forums with executive
sponsorship (+1 more)
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Gaps

CG-
009

CG-
010

CG-
011

CG-
012

CG-
013

CG-
014

CG-
015

CG-
016

GAP TITLE

Automated fraud, transaction
anomaly detection, and
transaction monitoring not
implemented.

Network segmentation and
network access-control
enforcement not implemented.

No continuous external scanning
policy and incomplete monitoring
KPls.

Centralized monitoring platform
and Security Operations
capabilities not deployed.

Secure coding standards, appsec
ownership, and coverage targets
not established.

No continuous monitoring or
alerting systems selected across
operations and resilience tooling.

No automated asset discovery or
canonical asset data schema and
no inventory tools.

Third-party risk: vendor
monitoring, limited platform
coverage and lack of high-risk
vendor assessments.

URGENCY

77

72

78

75

70

70

73

72

IMPACT

74

78

72

72

74

74

70

70

PRIORITY

DOMAINS

Process
Technology

Process
Technology

Metric
Monitoring
Process
Technology

Process
Technology

People
Process
Technology

People
Process
Technology

Data Governance
Process
Technology

Legal
Process
Technology

RECOMMENDED ACTIONS

Deploy near-real-time anomaly detection models for
transactions and integrate automated blocking or hold flows.;
Migrate daily manual reviews to automated scoring and
exception routing to scale monitoring. (+1 more)

Design and deploy network segmentation for production,
management, and guest zones using VLANs, SDN or
microsegmentation.; Enforce automated network access
controls and environment switching to block cross-
environment access without explicit gates. (+1 more)

Adopt a written continuous external scanning policy covering
discovery, authenticated scans where possible, and
remediation SLAs; Deploy or enable continuous scanning
tools (agent or cloud-based) integrated with ticketing for
prioritized remediation (+1 more)

Deploy a centralized monitoring platform or cloud-native SOC
capability to aggregate logs and alerts.; Configure automated
triage rules and integrate with incident response and ticketing
systems. (+1 more)

Publish an integrated secure coding standard covering input
validation, error handling, dependency hygiene, and in-code
encryption requirements.; Hire or designate application
security engineers to own hardening, SAST tuning, and
vulnerability triage. (+1 more)

Deploy automated monitoring and alerting for infrastructure,
network, and application layers.; Adopt cloud-based backup
and DRaas for critical workloads and test recoveries
regularly. (+1 more)

Deploy automated asset discovery across cloud and on-
premises environments and reconcile into a single canonical
system of record; Define and implement a canonical asset
data schema and integration pipelines to update lifecycle
state (+1 more)

Expand vendor risk platform coverage to include all high- and
medium-risk suppliers and automate continuous monitoring
where possible; Implement formal assessment processes for
high-risk vendors with documented evidence ingestion and
attestations (+1 more)
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Gaps

CG-

017

CG-
018

CG-
019

CG-
020

CG-
021

CG-
022

CG-
023

CG-
024

CG-
025

GAP TITLE

Controls are rated ineffective in
internal assessments.

Incident response team,
remediation playbooks, and rule-
update feedback loop missing.

Patch deployment verification and
system hardening not closed-
loop.

Strong identity verification for
high-risk cohorts not deployed.

No formal assessments for high-
risk vendors and missing risk-
tiered assessment cadence.

Endpoint encryption and key
management reviews not
implemented.

Endpoint and device hardening
controls not implemented.

No documented escalation SLAs
and no remediation lifecycle
linking reports to action.

No inventory stewardship: no
data-inventory owner or
committee and missing discovery
tools.

URGENCY

72

74

71

69

71

68

68

70

68

IMPACT

70

67

69

71

68

70

70

68

70

PRIORITY

DOMAINS

People
Process

People
Process
Technology

Process
Technology

Process
Technology

Governance
Process
Third Party

Process
Technology

Process
Technology

People
Process
Technology

People
Process

RECOMMENDED ACTIONS

Perform root-cause analysis for controls rated ineffective and
create measurable remediation plans.; Reassign or augment
control owners with capacity and authority to close known
failures. (+1 more)

Designate a cross-functional incident response team with
clear deputies and escalation paths.; Develop remediation
playbooks and SLA-backed closure procedures for common
incident types. (+1 more)

Implement automated patch verification and missing-patch
dashboards for critical system groups.; Define hardening
baselines and run continuous configuration checks with
automated remediation. (+1 more)

Implement strong identity verification for high-risk cohorts
using government-issued ID checks and phishing-resistant
methods where allowable.; Require step-up verification for
high-risk transactions and monitor creation patterns for
synthetic-identity indicators.

Implement mandatory formal assessments for all high-risk
vendors including onsite or deep-dive reviews; Adopt a risk-
tiered assessment cadence that increases depth and
frequency for higher criticality vendors (+1 more)

Deploy full-disk encryption for laptops and mobile devices
and extend to file-level encryption for high-risk workloads.;
Formalize key-management review cadence, maintain key
rotation logs, and integrate rotation with incident response
playbooks. (+1 more)

Publish device hardening baselines for servers, workstations,
mobile, and loT devices and enforce via automated
configuration management.; Apply automated compliance
scans and remediate drift with lifecycle management tools.
(+1 more)

Define and publish escalation SLAs with clear owners for
triage, containment and legal notification; Implement an audit-
lifecycle or ticketing tool that ingests monitoring outputs and
tracks remediation to closure (+1 more)

Appoint a data inventory owner or steering committee with
clear mandates; Implement automated discovery and
inventory tools and reconcile into a governance registry (+1
more)
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Recommendations

Priority reflects a weighted combination of urgency — how acute the risk is today — and impact — the
expected business consequence if left unaddressed. Effort scores identify the best tradeoffs among items
of similar priority: a low-effort, high-impact item at the same priority level as a high-effort item is the better

near-term investment.

TOTAL AVG PRIORITY SCORE TOP DOMAIN

RECOMMENDATIONS
88 Process

15

Min Med Max
G e
c 85 88 90
Prioritized action items Min: 85 Max: 90 15 recommendations
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Recommendations

001

001

002

RECOMMENDATION

Consolidate governance, named
operational ownership, and prioritized
technical controls into a single
executable program that assigns
accountable owners, deputies, SLAs,
and measurable KPIs while
implementing core technical enablers
(EDR, MDM/UEM, automated inventory,
DLP, key rotation) and role-based
training to ensure sustainable execution.

Comprehensive prioritized remediation
and operationalization program that
assigns accountable owners, enforces
automated pre-merge and pre-deploy
gates, centralizes telemetry and logs,
standardizes cadences and SLAs, and
implements core technical controls
(endpoint prevention, encryption, CI/CD
verification, dependency evaluation, and
data-protection guardrails).

Patching, vulnerability management,
and dependency hygiene: set
measurable SLAs, automate
compatibility testing and CI gating, and
expand dependency evaluation
coverage.

Testing, quality assurance (QA), and
release gates: require full security test
cycles for production, expand
dynamic/static testing automation, and
mandate QA resourcing and cross-
functional checkpoints.

URGENCY

86

90

920

90

IMPACT

88

91

92

90

EFFORT

52 CRITICAL

PRIORITY

62 CRITICAL

55 CRITICAL

52 CRITICAL

DOMAINS

Governance,
People, Process
(+1)

Governance,
Process,
Technology (+3)

Process,
Technology, Risk
Management

Process, People,
Technology

ACTIONS

Appoint an executive security owner and
publish a RACI that names primary owners
and deputies for data inventory, key rotation,
endpoint protection, EDR/SOC operations,
and vendor remediation duties within 30
days.; Deploy prioritized technical pilots:
cloud-based EDR pilot on representative
endpoints (50-100) with automated isolation;
MDM/UEM pilot for high-risk mobile users;
automated inventory discovery on critical
asset classes; and a targeted DLP pilot for
customer PIl and PHI with integrated incident
workflows. (+4 more)

Designate accountable technical owners for
dependency management, CI/CD security,
inventory, endpoint protection, data
governance, and vendor monitoring and
publish their SLAs and escalation paths into
governance calendars to remove ambiguity
and enable enforcement.; Enforce pre-merge
and pre-deploy gates in CI/CD that block
critical-severity dependency and static-
analysis findings and require automated
post-deploy verification jobs with attestation
to unblock production promotes. (+6 more)

Define patch and vulnerability SLAs mapped
to severity and asset criticality.; Integrate
dependency vulnerability scanning and
gating into ClI pipelines to block builds with
critical unremediated findings. (+1 more)

Raise release gates to require a full security
test cycle for production releases with
documented exceptions.; Prioritize
automation (SAST/DAST and integration
tests) for top revenue-impact services and
integrate test results into pull requests and
release pipelines. (+1 more)
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004

005

006

007

RECOMMENDATION

Identity and access management
hardening: migrate corporate network
authentication to certificate-based 802.
1X, standardize role-based access
control (RBAC), enforce secrets
lifecycle, and add access logging with
regular recertification.

Upgrade detection, telemetry, and
security operations center (SOC)
capabilities: deploy centralized log
aggregation, add automated alerting,
pilot cloud-based endpoint detection
and response (EDR), and integrate
telemetry into SOC playbooks.

Endpoint protections and encryption:
deploy endpoint detection and response
(EDR) with integration, implement full-
disk and file-level encryption, and

formalize key management and rotation.

Documentation, runbooks, and
knowledge management: baseline a
documentation catalog, standardize
update cadences, and require project-
level verification at lifecycle gates.

Data governance and retention: publish
baseline data management and
retention policies, implement automated
deletion, and map data classification to
access controls.

URGENCY

90

88

88

88

88

IMPACT

90

90

920

90

90

EFFORT

52

50

50

22

48

PRIORITY

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

DOMAINS

Technology,
Process, People

Technology,
Process, People

Technology,
Process, People

Process, People,
Governance

Process,
Compliance,
Technology

ACTIONS

Migrate corporate wireless and network
access to 802.1X with certificate-based
authentication and eliminate pre-shared keys
(PSK) for corporate SSIDs.; Pilot RBAC for
top-tier systems and map current
discretionary assignments to role definitions.
(+1 more)

Deploy centralized log aggregation with
retention policies and build SIEM dashboards
and real-time alerting.; Pilot cloud-based
EDR on a representative endpoint cohort and
validate automated containment and
telemetry export to the SOC. (+1 more)

Select and deploy EDR with automated
isolation and forensic export and onboard
endpoints by priority.; Roll out full-disk
encryption for all corporate laptops and file-
level encryption for regulated data stores. (+1
more)

Define a mandatory documentation checklist
per project type and require completion at
milestone gates.; Standardize update
cadence and enforce a 'document current’
step at lifecycle gates with automated
reminders. (+1 more)

Publish a baseline data management policy
suite including access, classification,
retention, and backup rules with named
owners.; Pilot automated deletion and secure
destruction tooling integrated with the
retention schedule. (+1 more)
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009

010

011

012

RECOMMENDATION

Establish a single enterprise
remediation and governance program
that centralizes ownership, standardizes
SLAs, and operationalizes automated
evidence collection.

Vendor and third-party risk
management: adopt risk-tiered
selection, increase monitoring cadence
for high-risk vendors, publish
remediation playbooks, and integrate
platform evidence into procurement.

Establish accountable ownership and
cadence for security and operational
controls across lifecycle, continuous
integration/continuous delivery (CI/CD),
detection, and vendor management.

Formalize DevSecOps and CI/CD
(continuous integration/continuous
delivery) security: require pre-merge
gating, automated static and dynamic
analysis, signed commits, and post-
deploy verification.

Business continuity, disaster recovery,
and resilience: assign named owners,
pilot automated backup and recovery,
and increase exercise cadence for
critical services.

URGENCY

88

86

86

84

82

IMPACT

90

90

88

90

920

EFFORT

48

50

35

48

45

PRIORITY

CRITICAL

CRITICAL

CRITICAL

DOMAINS

Governance,
Process,
Technology (+1)

Third Party,
Process,
Governance

Governance,
Process, People
(+1)

Development,
Process,
Technology

Process,
Technology,
People

ACTIONS

Designate an Executive Remediation
Sponsor and appoint a Program Lead with
cross-functional deputies for Security, IT,
Compliance, Procurement, and Finance.;
Create a central remediation register that
ingests findings from audits, assessments,
and monitoring tools and assigns owner, SLA
by severity, and a verification test for each
finding. (+3 more)

Adopt risk-based vendor selection criteria in
RFPs and integrate scoring into e-
procurement tools.; Increase monitoring
coverage to 90% for vendors by risk and
spend and change reporting cadence to
quarterly for top-tier vendors. (+1 more)

Designate accountable owners for CI/CD
(continuous integration/continuous delivery)
security, dependency governance,
remediation register, monitoring, vendor
compliance, and data access control.; Fix
governance cadences with monthly
operational reviews and quarterly executive
risk reviews and publish them in the
governance calendar. (+1 more)

Mandate pre-merge static analysis (SAST)
and dependency checks in Cl and block
merges on critical failures.; Integrate DAST
as a post-deploy stage for prioritized high-
risk services and tighten gate pass criteria.
(+2 more)

Assign named owners for business continuity
and disaster recovery roles and publish a
RACI (roles and responsibilities) for incident
tasks.; Pilot cloud-based backup and
automated restoration for a critical
application with a target RTO of under four
hours. (+1 more)
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RECOMMENDATION

Al and model governance: require
human review for high-impact decisions,
document models and data lineage, and
monitor model performance and data
drift tied to business KPlIs.

URGENCY

82

IMPACT

920

EFFORT

60

PRIORITY

CRITICAL

DOMAINS

Governance,
Process,
Technology

ACTIONS

Define 'high-impact' Al decision categories
and require mandatory human review and
SLAs for such decisions.; Establish an Al
governance working group, catalogue
models with data lineage and register them in
a model registry, and pilot provenance
capture for revenue-facing models. (+1 more)
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Glossary

Affiliate Fraud

Collusion between affiliates and users to generate fake
leads or sales for commission.

ATO (Account Takeover)

Unauthorized access and control of a victim's account to
commit fraudulent activities.

ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge)

A knowledge base for understanding adversary behavior
and tactics.

Basel Il

A global regulatory framework on bank capital adequacy,
stress testing, and market liquidity risk.

BCP (Business Continuity Plan)

A documented strategy outlining how an organization will
continue operating during disruption.

BEC (Business Email Compromise)

A sophisticated scam targeting businesses that regularly

perform wire transfers.

Benefit Fraud

Providing false information to unlawfully receive benefits
or entitlements.

BIA (Business Impact Analysis)

A systematic process to determine potential effects of
business operation interruption.

CASB (Cloud Access Security Broker)

Security enforcement point between cloud service
consumers and providers.
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CCPA (California Consumer Privacy Act)

A state statute enhancing privacy rights and consumer
protection for California residents.

CEO (Chief Executive Officer)

The highest-ranking executive in a company responsible
for overall operations and strategic direction.

CFO (Chief Financial Officer)

The executive responsible for managing the financial
actions of a company.

Change Management

A systematic approach to dealing with changes to IT
systems, processes, or services to minimize disruption.

Chargeback Fraud / Friendly Fraud

Disputing legitimate transactions to receive unauthorized

refunds.

CIO (Chief Information Officer)

The executive responsible for managing and
implementing information and computer technologies.

CIS (Center for Internet Security)

A nonprofit organization that develops cybersecurity best
practices and benchmarks.

CIS Controls (Center for Internet Security
Critical Security Controls)

A set of best practices for securing IT systems and data
against cyber threats.

CISO (Chief Information Security Officer)

The executive responsible for an organization's
information and data security.
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Click Fraud

Fraudulent clicks on ads to generate illegitimate affiliate
commissions without genuine user interest.

Click Injection

A mobile ad fraud tactic where malicious apps generate
fake ad clicks to claim undue revenue.

Cloud Security

The set of policies, technologies, and controls deployed
to protect data, applications, and infrastructure in cloud
computing environments.

CMDB (Configuration Management Database)

A database containing information about hardware and
software assets.

COBIT (Control Objectives for Information and
Related Technologies)

A framework for IT governance and management
developed by ISACA.

Compliance

Adherence to laws, regulations, standards, and policies

relevant to an organization's operations.

Configuration Management

The process of maintaining systems and software in a
known, consistent state to support system performance

and security.

Control

A safeguard or countermeasure designed to prevent,
detect, or minimize security risks. Controls can be

technical, administrative, or physical.

Control Effectiveness

The measure of how well a security control achieves its
intended purpose in reducing risk.

Control Objectives for Information & Related
Technologies

A framework for managing and governing enterprise IT.
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COO (Chief Operating Officer)

The executive responsible for the day-to-day operations
of a company.

COSO (Committee of Sponsoring
Organizations)

An organization providing frameworks for enterprise risk
management and internal control.

COSO ERM (Committee of Sponsoring
Organizations of the Treadway Commission -
Enterprise Risk Management)

A framework that provides guidelines on enterprise risk
management to help organizations achieve their
objectives.

Credential Stuffing

A cyberattack method where automated scripts try
known username-password pairs from data breaches to
gain unauthorized access.

Credit Card Fraud

Using stolen or fake credit card information to make
unauthorized transactions.

DAST (Dynamic Application Security Testing)

A testing approach examining applications while running
to find vulnerabilities.

Data Breach

A security incident where sensitive, protected, or
confidential data is accessed or disclosed without
authorization.

Data Breach by Insider

Insiders accessing or leaking sensitive information for
personal gain or harm.

Data Classification

The process of organizing data into categories based on
sensitivity and the impact of unauthorized disclosure.
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Data Masking

The process of hiding original data with modified content
to protect sensitive information.

DevSecOps

A philosophy that integrates security practices within the
DevOps process to ensure security is addressed
throughout the software development lifecycle.

DLP (Data Loss Prevention)

Technologies designed to detect and prevent data
breaches or unwanted data exfiltration.

DMZ (Demilitarized Zone)

A subnetwork exposing an organization's external-facing
services to untrusted networks.

Double-Dipping Fraud

Claiming multiple refunds for a single purchase through
policy exploitation.

DPO (Data Protection Officer)

Arrole responsible for overseeing data protection
strategy and implementation.

DRP (Disaster Recovery Plan)

A documented process for recovering IT systems after a
disaster.

EDR (Endpoint Detection and Response)

Cybersecurity technology that monitors endpoint devices
for suspicious activity.

Employee Theft

Employees stealing company assets, data, or funds.

ERM (Enterprise Risk Management)

A business strategy to identify, assess, and prepare for
operational risks.

Failover

The automatic transfer of operations to a redundant
system when the primary system fails.
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FAIR (Factor Analysis of Information Risk)

A framework for understanding, analyzing, and
measuring information risk.

Fake Campaigns

Creating deceptive campaigns to collect funds without
delivering promised projects.

Fake Charities

Creating fraudulent charities to solicit donations under
false pretenses.

Fake Leads

Submitting false or fabricated lead information to earn

commissions fraudulently.

Fake Listings / Non-Delivery Fraud

Posting fake listings to collect payments without
delivering goods or services.

FIM (File Integrity Monitoring)

Technology that monitors and detects changes in files
that may indicate a cyberattack.

Forensics

The practice of collecting, analyzing, and reporting on
digital data for investigative purposes.

Free Trial Abuse

Creating multiple accounts to exploit free trial offers.

GDPR (General Data Protection Regulation)

EU regulation on data protection and privacy for
individuals within the EU and EEA.

Governance

The framework of rules, practices, and processes by
which an organization is directed and controlled.

GRC (Governance, Risk, and Compliance)

An integrated approach to managing governance,
enterprise risk, and compliance.
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High Availability

Systems designed to avoid downtime and ensure
continuous operational performance.

HIPAA (Health Insurance Portability and
Accountability Act)

U.S. legislation providing data privacy and security
provisions for medical information.

HSM (Hardware Security Module)

A physical computing device that safeguards and
manages digital keys.

IAM (Identity and Access Management)

A framework ensuring the right individuals access the
right resources at the right times.

IAST (Interactive Application Security Testing)

A testing method assessing applications from within

while they're running.

Identity Theft

The fraudulent acquisition and use of a person's private
identifying information for financial gain.

Impact

The potential consequence or damage that could result
from a risk being realized, typically measured in terms of
financial loss, operational disruption, reputational harm,

or regulatory penalties.

Impression Fraud

The practice of generating fake ad impressions to inflate
ad performance metrics.

Inherent Risk

The level of risk present before any controls or mitigation
measures are applied.

Insider Fraud

Employees abusing their access to commit fraud against
their organization.
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Insurance Fraud

Deceptive claims or false information submitted to
insurance companies to receive payouts.

Internal Audit

An independent assessment of an organization's
operations, processes, and internal controls.

Inventory Hoarding

Maliciously reserving or holding inventory to prevent
legitimate customers from purchasing.

ISO (International Organization for
Standardization)

An independent organization that develops international
standards.

ISO 31000 (ISO 31000: Risk management —
Guidelines)

A standard providing guidelines on managing risk faced
by organizations.

ISO 9001 (ISO 9001: Quality management
systems — Requirements)

A standard that specifies requirements for a quality

management system (QMS).

ISO/IEC 27001 (ISO/IEC 27001: Information
security management systems —
Requirements)

A standard specifying requirements for establishing,
implementing, maintaining, and continually improving an
information security management system (ISMS).

ISO/IEC 29100 (ISO/IEC 29100: Privacy
framework)

A framework providing a high-level privacy framework for

organizations.

CONFIDENTIAL AND PROPRIETARY

Aresso|9



ITIL (Information Technology Infrastructure
Library)

A set of detailed practices for IT service management
(ITSM) that focuses on aligning IT services with the
needs of business.

Key Management

The administration of cryptographic keys in a
cryptosystem, including generation, exchange, storage,
and replacement.

KPI (Key Performance Indicator)

A measurable value demonstrating how effectively
objectives are being achieved.

LGPD (Brazilian General Data Protection Law)

A law regulating the processing of personal data of
individuals in Brazil, aiming to protect the privacy of
individuals.

Likelihood

The probability that a specific risk or threat will occur,
typically rated as low, medium, or high based on threat
actor capability, attack surface exposure, and existing

controls.

Loan Application Fraud

Applying for loans using false, stolen, or synthetic
identities to obtain credit unlawfully.

Merchant Account Takeover

Gaining unauthorized access to merchant accounts to
commit fraud.

Mitigation
Actions taken to reduce either the likelihood or impact of
a risk, bringing residual risk to an acceptable level
through the implementation of controls or process
improvements.

MITRE

A not-for-profit organization managing federally funded
research and development centers, including the
ATT&CK framework.
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MITRE ATT&CK (Adversarial Tactics,
Techniques, and Common Knowledge)

A globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations.

Mobile Payment Fraud

Manipulating mobile payment systems to execute
unauthorized transactions.

MTBF (Mean Time Between Failures)

The predicted elapsed time between inherent failures
during normal operation.

MTTD (Mean Time To Detect)

The average time it takes to discover a security incident
or system failure.

MTTR (Mean Time To Repair)

The average time required to repair a failed system or

component.

Multiple Account Fraud

Creating multiple accounts to exploit loyalty programs.

Network Segmentation

The practice of dividing a network into multiple segments
or subnets to improve performance and security.

NIST (National Institute of Standards and
Technology)

A U.S. government agency that develops technology,
metrics, and standards.

NIST Framework for Improving Critical
Infrastructure Cybersecurity

A voluntary framework that provides guidelines for
improving critical infrastructure cybersecurity.

Non-Payment Fraud

Ordering goods or services without intending to pay.
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Overpayment Fraud

Overpaying and requesting refunds for the excess
amount, often with stolen funds.

PAM (Privileged Access Management)

Solutions that help control, monitor, and secure
privileged access to critical assets.

Patch Management

The process of distributing and applying updates to
software to fix vulnerabilities and improve functionality.

PCI DSS (Payment Card Industry Data Security
Standard)

A set of security standards designed to ensure that all
companies that accept, process, store, or transmit credit
card information maintain a secure environment.

PCI-DSS (Payment Card Industry Data Security
Standard)

Security standards ensuring companies that process
credit card information maintain secure environments.

Pll (Personally Identifiable Information)

Information that can be used to identify, contact, or

locate a single person.

PIPEDA (Canadian Personal Information
Protection and Electronic Documents Act)

A Canadian law governing how private sector
organizations collect, use, and disclose personal
information in the course of commercial business.

Point/Reward Theft

Stealing or manipulating loyalty points or rewards for

unauthorized gains.

Policy Management

The process of creating, communicating, and
maintaining organizational policies.
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Ponzi Schemes

A fraudulent investment scam that pays returns to earlier
investors using funds from new investors.

Pricing Manipulation

Exploiting system vulnerabilities to alter prices and gain
unauthorized discounts.

Promo/Coupon Abuse

Exploiting promotional codes or coupons to gain
unauthorized discounts.

Pyramid Schemes

A deceptive business model where participants earn
money primarily from recruiting others rather than
legitimate sales.

RACI Matrix

A responsibility assignment matrix that defines
Responsible, Accountable, Consulted, and Informed
roles for tasks.

RASP (Runtime Application Self-Protection)

Security technology running inside an application to

detect and block attacks in real-time.

Redundancy

The duplication of critical components or functions to
increase reliability and availability.

Referral Fraud

Exploiting referral programs to generate fake referrals for
rewards.

Residual Risk

The level of risk that remains after security controls and
mitigation measures have been applied. Organizations
must accept, transfer, or further mitigate residual risk
based on risk appetite.

Return and Refund Fraud

Returning used, damaged, or non-purchased items to
exploit refund policies.
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Return Fraud

Returning items fraudulently to exploit refund policies.

Risk Appetite

The amount and type of risk an organization is willing to
accept in pursuit of its objectives, typically defined by
senior leadership and board governance.

Risk IT Framework

A framework for managing IT risk, providing a structured
approach to identify, assess, and mitigate IT-related
risks.

RMF (Risk Management Framework)

A structured approach for integrating security activities
into system development.

ROI (Return on Investment)

A measure of the profitability of an investment.

SAST (Static Application Security Testing)

A testing methodology analyzing source code for security
vulnerabilities.

SBOM (Software Bill of Materials)

A list of components in software, useful for vulnerability
management.

SCA (Software Composition Analysis)

Analysis of open source and third-party components in a
codebase for security risks.

SDLC (Software Development Lifecycle)

A process for planning, creating, testing, and deploying
software.

Security Posture

The overall cybersecurity strength and resilience of an
organization.

Severity

The overall level of risk assigned to a finding, calculated
by combining likelihood and impact assessments,
typically rated on a scale from low to critical.
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Shill Bidding

Placing fake bids to inflate auction prices artificially.

SLA (Service Level Agreement)

A commitment between a service provider and client
regarding service quality.

SOAR (Security Orchestration, Automation and
Response)

Technologies that enable automated responses to
security events.

SOC (Security Operations Center)

A centralized unit that deals with security issues on an
organizational and technical level.

SOC 2 (Service Organization Control 2)

An auditing procedure ensuring service providers
securely manage customer data.

SOX (Sarbanes-Oxley Act)

U.S. federal law setting requirements for financial record
keeping and reporting.

SP 800-53 (NIST Special Publication 800-53:
Security and Privacy Controls for Information
Systems and Organizations)

A catalog of security and privacy controls for federal
information systems and organizations.

Spear Phishing

Targeted phishing attacks directed at specific individuals
or companies, often using personalized information.

Subscription Cloning

Duplicating legitimate subscriptions to access services
without payment.

Synthetic Identity Fraud

Fraud where criminals combine real and fake information

to create new identities for fraudulent purposes.
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System Organization Controls 2

A set of criteria for managing customer data based on
five "trust service principles" —security, availability,
processing integrity, confidentiality, and privacy.

Targeting elderly individuals for financial
exploitation

Targeting seniors with scams to exploit their financial
resources.

Threat

Any circumstance or event with the potential to adversely
impact organizational operations through unauthorized
access, destruction, disclosure, or modification of

information.

Threat Hunting

The proactive search through networks to detect and
isolate advanced threats that evade existing security

solutions.

Threat Intelligence

Evidence-based knowledge about existing or emerging
threats to assets that can inform decisions about

response to those threats.

Threat Modeling

A process to identify and evaluate potential threats to a
system by analyzing potential attack vectors and
vulnerabilities.

Three Lines of Defense

A risk management model with three distinct groups:
operational management, risk/compliance oversight, and
independent assurance.

Tokenization

The process of substituting sensitive data with non-
sensitive equivalents called tokens that have no
exploitable meaning.

TPRM (Third-Party Risk Management)

The process of identifying and mitigating risks
associated with third-party vendors.
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Unauthorized Point Redemption

lllegally redeeming loyalty points without authorization.

Unauthorized Transactions

Initiating payments or transfers without the consent of
the account owner.

WAF (Web Application Firewall)

A firewall that monitors and filters HTTP traffic to and
from a web application.

Web Scraping / Data Harvesting

lllegally extracting data from websites using automated
tools.

Zero Trust

A security model that requires strict identity verification
for every person and device attempting to access
resources on a network, regardless of whether they are

inside or outside the network perimeter.
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